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=, H=EE HCLRE

2.1 &3 Wireshark-win64-3.0

Ba Wireshark-win64.exe LB REMIE!T, =5 Next;

M Wireshark 3.0.0 64-bit Setup —

Welcome to Wireshark 3.0.0 64-bit
Setup

This wizard wil guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click 'Mext’ to continue,

\‘

mih | Agree;



L) ST

M Wireshark 3.0.0 64-bit Setup

License Agreement
Flease review the license terms before installing Wireshark 3.0.0 &64-hit.

x

Press Page Down to see the rest of the agreement.

|il'his text consists of three parts:

Part I: Some remarks regarding the license given in
Part I1: The actual license that covers Wireshark.
Part II1: Other applicable licenses,

When in doubt: Part II/I11 is the legally binding part, Part I is just
there to make it easier for people that are not familiar with the GPLv2,

agreement to install Wireshark 3.0.0 64-bit.

Wireshark?Installer

If you accept the terms of the agreement, didk I Agree to continue. You must accept the

<Back

Cancel

= Next ;

M Wireshark 3.0.0 64-bit Setup

Choose Components
Choose which features of Wireshark 3.0.0 64-hit you want to install,

x

“

The following components are available for installation.

Select components to install: :
E TShark
Plugins & Extensions
- I Tools

Description
Space required: 193.9 MB Position your mouse over a component ko see ks
descripkian,

WiresharkrInstaller \

Cancel

= Next ;
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M Wireshark 3.0.0 64-bit Setup —

Additional Tasks
Create shortcuts and assocdate file extensions,

x

Create Shortcuts

Wireshark Start Menu Item

[ ] wireshark Desktop Icon
Wireshark Quick Launch Icon

Asszociate Fle Edensions
Asspdate trace file extensions with Wireshark
Extensions indude 5vw, acp, apc, atc, bfr, cap, enc, erf, fdc, ipfix, lcap,

mplog, out, pcap, pcapna, pkla, pkt, rf5, snoop, syc, tpe, tri, trace, tre,
wWr, wpc, and wpz.

Wireshark?Installer

<Back

Cancel

ERELTERR, =i Next;

M Wireshark 3.0.0 64-bit Setup —

Choose Install Location
Choose the folder in which to install Wireshark 3.0.0 64-hit,

x

Choose a directory in which to install Wireshark.

Destination Folder

|C:‘|F'rngram Files\Wireshark| | Browse...

Space available: 110.7 GB

Wireshark?Installer

Space required: 193.9 MB | JET% ﬁ AT:"I?:. E % l

Cancel

=& Next;
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x

M Wireshark 3.0.0 64-bit Setup —

Packet Capture
Wireshark requires either Npcap or WinPcap to capture live network data. ‘

Currently installed Mpcap or WinPcap version
WinPcap 4. 1.3

Install

Inztall Mpcap 0.99-r9
The currently installed WinPcap 4. 1.3 may be uninstalled first.

Get WinPcap

Learn more about Mpcap and WinPcap
WiresharkrInstaller \\

= install ;

M Wireshark 3.0.0 64-bit Setup —

x

USB Capture
|JSBPcap is required to capture USE traffic. Should USEPcap be installed ‘
(experimental)?

Currently installed USBPcap version
IJ5EPcap is currently not installed

Install
[ ]install USBPcap 1.2.0.4
(Use Add/Remove Programs first to uninstall any undetected old USBPcap versions)

Imiportant notice
In case of issue after installation, please use the system restore point created or read
https: /fgithub.com /desowin fusbpcap fissues, 3

Wireshark?Installer \

< Back Install Cancel

SEHREER e, /i | Agree;



SR RY KT

(i1 Npcap 0.99-r9 Setup — ot
License Agreement

Please review the license terms before installing Npcap 0.99-r9.

NMAF. ORG

Press Page Down to see the rest of the agreement.

MPCAP COPYRIGHT f EMD USER. LICENSE AGREEMEMT

Mpcap is @ Windaws packet sniffing driver and library and is copyright
(c) 2013-2019 by Insecure,Com LLC ("The Mmap Project™). Al rights
reserved,

Even though Mpcap source code is publicdy available for review, itis

not open source software and may not be redistributed without spedial

permission from the Nmap Project. The standard wversion is also

limited to installation on five systems. We fund the Mpcap project by W

If you accept the terms of the agreement, didk I Agree to continue. You must accept the

agreement to install Mpcap 0.99-r9.

I Agree Cancel

=g install ;

(i1 Npcap 0.99-r9 Setup _

Installation Options
Please review the following options before installing Mpcap
HMAF, ORG 0.99-r9

Automatically start the Mpcap driver at boot time
Support loopback traffic (Mpcap Loopback Adapter™ will be created)

Ilse DLT_MULL as the loopback interface’ link layer protocol instead of DLT_EN 10MEB

[ ]restrict Mpcap driver's access to Administrators only
[ ]support raw 802. 11 traffic {and monitor mode) for wireless adapters
Support 802, 10 VLAN tag when capturing and sending data (currently unsupparted)

[ ]install Mpcap in WinPcap API-compatible Mode (WinPcap will be uninstalled)

e

< Back Install Cancel

= Next ;
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{7 Npcap 0.99-r% Setup —

Installation Complete
Setup was completed successfully.

NMAE, ORG

Completed

Show details

Mullsaft Inskall System w251

< Back Cancel

= Finish;

{7 Npcap 0.99-r% Setup —

Finished
Thank you for installing Mpcap

NMAE, ORG

Mpcap has been installed on your computer.,

Click Finish to dose this wizard,

Mullsaft Inskall System w251

=& Next ;

£ 11 ;!
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M Wireshark 3.0.0 64-bit Setup —

Installation Complete
Setup was completed successfully. ‘
Completed
Output folder: C:\Program Files\Wireshark "

Extract: rawshark.exe

Extract: rawshark.html

CQutput folder: C:'\Program Files\Wireshark

Extract: mmdbresolve. himl

CQutput folder: C:'\Program Files\Wireshark

Extract: mmdbresolve. exe

Output folder: C:Program Files\Wireshark

Extract: user-guide.chm

Completed o

Carre

m
]
0
=
=
m
=
=1
W
i1

= Finish ;

M Wireshark 3.0.0 64-bit Setup —

Completing Wireshark 3.0.0 64-bit
Setup

Wireshark 3.0.0 64-bit has been installed on your computer,

Click Finish to close Setup.

[ ]Run Wireshark 3.0.0 64-bit

] show Mews

®127!
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2.2 &2 VirtualBox-5.2.8

Ead: VirtualBox-5.2.8.exe AELABIERSMIEIT, mth M,

ﬁ Oracle VM VirtualBox 5.2.8 25

_ #W{#EH Oracle VM VirtualBox
- 5-2.8 THEMT

‘ %i S A SR TTIR B EE4E Orade VM VirtualBox 5.2.8

« B TT—4 ) e TR FRTHOS-.

S

Version 5.2.8 BI:H(C)

EREREER, RE—F,

1’{‘;‘ Oracle VM VirtualBox 5.2.8 =28

BEZRS
B EE TR

SHL TR PET L BT ERATA R,

""" _ Orade VM VirtualBox 5.2.8 AT
it (=0 | WirtualBox USE Support
= ~ | VirtualBox Metwarking
et (=0 = | VirtualBox Bridge . .

: = -| VirtualBox Host¢| % o G LIS e 1748
_ o EEIRE 3 7 3IFHEE. FID
= v| VirtualBox Python 2.3 SU =har b i)

¢ > iEEREAR

=1

{im: C:\Program Files\OradeWirtualBox) S5 (o)

Version 5.2.8 Eﬁﬁ(ﬁﬁﬁﬁ < F—#6) BIH(C)

£ 13 W 2H 34
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RE T,

ﬁ Oracle VM VirtualBox 5.2.8 25

BxERS
EE RS RN, -

15 L T kI

RINRSREER
TEEmeEREn
TERE Beh= R R
AR

\

Version 5.2.8 < F—15(B) BI:H(C)

=5
EESE ]

27t Orade VM VirtualBox 5.2.8 REETHECIE B immFEsE
EEH YR PR -

1 RAT IR

Version 5.2.8 EE'["I'} 'E'[N}

£ 14 W BH 34

\



SR RY KT

ﬁ Oracle VM VirtualBox 5.2.8 25

R
THOFEFTHIT BE Z-

BE &8 Hadd- MREERENEHIEE R, 8 TL—F) -
8 TEUAI HHR@Fe

Version 5.2.8 < F—#6 | =0 BLIA(C)

(FERFEX MEEREG?

E#: Oracle Corporation BRAS{TEEEHIEE
< #7E: Oracle Corporation

‘hhhhhﬁip .

EEE{S{E3E "Oracle Corporation™ SIE{5H(A). =ZE() | A= (N)

W RERN IS SRS RERRE.

RTepk, BEAILIEE;

ZBI5TE

t 34
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ﬁ Oracle VM VirtualBox 5.2.8 25

Version 5.2.8

M

Oracle VM VirtualBox 5.2.8 &
HEhko

it E2| 2 Orade VM VirtualBox 5.2.8

%@ EN:H(C)

BERETHE, ZHRTME

® s

0y E-I > FEER » FEF Internet > PiEEE v B EE RS
f=taig
L“ Ethernet0 L“ Npcap Loopback Adapter L“ VirtualBox Host-Only Network
|_ I - N
\"}u P 2 e BEH L "“’1,“- =]
W= Intel(R) 'é, Npcap Loopback Adapter W= VirtualBox Host-Only Ethernet

2.3 Z%E HCL =33

Bath HCL V2.1.0 Setup.exe GELIEERB)iatT, M OK;

=Ea

il

EiER
T

AT TR AR ERRE S

Cancel

it
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B HCL 211 =3 — X

BGREER “HCL 2.1.17 HRmS

FOFHES|FETE KL 2.1 1.
BWEE AR AR EE RS TRIEARER -
&[T —w .

N

B C)

REFIRR "WML PRFERA), [RE N2,

B HCL 211 =3 - *
TFaluEth s
LA “HCL 2. 1. 17 7Rl Tl e
L]
YriF R

IR . BREL EEADER TE AR MHEERE T F
o FEMFE=FARRLT (LTER LT " ) 2ETE e |

B RN
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B HCL 211 =3 - *
EEFEUE
IR CHCL 20117 BaErE itk .
Setu HCL 2.1.1 TT?UE# HEF|FEiFE. BE [AEE] #F
TS R AL e
Bira i
|C: “Program Files (x85)%HCL] | LS (B
ERZEZE[E]: 465, 6ME
EIFZ=E: 200.5GE \
< b2 E) BUH (C)

RETERK;

B HCL 211 =3 -

WFfEFehRk “HCL 2. 1. 17 F3Em5

BHRL 211" e
B [nﬁl?.{ﬂ?'ﬁm F‘JJ%??E

N

¢ F—4%F) B ()

2.4 HCL Bk

mEMRZEST H3C Cloud Lab, EaiiRsE;
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Errors occurred e

See the logfile 'C\Program Files (861 HCL\H3C Cloud Lab.exe.log' for details

BE

BEHE:
Traceback (most recent call last):

File "HCLUpdate.py", line 9, in <module>

File "Ui_PopUp.pyc", line 10, in <module>

File "PyQt4\QtGui.pyc", line 12, in <module>

File "PyQt4\QtGui.pyc”, line 10, in _ load
ImportError: DLL load failed: #{ERZTiRIEIT %1.

2.2.1 fRR HCL Bohikis, &% H3C Cloud Lab ->EtE, ®EBWT;
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M8 H3C Cloud Lab Bl X
S tHEAT B8 = EEE

MBRNFEFABED=TMEFE Windows FIFETE, F55ETE
SRR,

=EE
LiEEElET=E T ERE
Windows 7 v
wE
E RIS
8 {iz{256)&

F 640 x 480 RESHEESD

L ZER=Fik

USRS ERESTES

E¥E DPI 28

O SRR NeS

\ B me || mEe |

BXRER, REHE (XPMENKERTE, ~—EEHH);

5 20 ;1 B 34
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& Windows &g

@ Windows Defender faxkiEE342EE | it EHAYERS ThEE

Windows Defender Pk iSEIHIFFrE2 AR EFIEAME A simwarewrapper.exe FISEEIES,

=
E2HEEP: =l
BEEH: Chprogram files (xB6\hcl\simwarewrapper.exe

FEIF simwarewrapper.exe DR E HEE:
[ =ErE, FERES TSR

& CFERE, PRITIAIMHEPRRE (RS, BT ARMEESERSHR N EEREE EE)
(U

FEFFAEA) Hlis

EEHN HCL RFERE;
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=. 3£B% Wireshark ] SecureCRT

3.1 HCL XB%X Wireshark

f& Cisco R GNS3 #&HI28, H9A9 eNSP HEHIBSESAILAKEX Wireshark SRHME, 5t

HCL 1=\ Bs B e LAEIT BX Wireshark SRSCINE.

3.1.1 8 HCL B{AE25KEX Wireshark

HCL - hel_sy68rqlisAs T8] v =]
m | B & G @ DO L) @ R (*

Wiresharkl&1Z C:\Program Files\WiresharkiWireshark exe i
I8
WiresharkE—ErRBEHT BRI TR . THREE
AR
ariTHRRE, | FEOER -
EHOR: SEENGSITERES AR EORITH-
E

22 W EH 34

\
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3.1.2 it Wireshark 8 2&1EE0IH

HIMNERTR: ETRINEEERSIREIELNIAIA, SIAFEABARRKE;

{MEsOmEE
wEE #0
GE_0/0 SERROVE-EQSGE_L  GEO/3
MSR36-20_2
GE_0/0
GE_oA F1060_4 GE_or2
GE 01 GE_bid
- ’
§ fi{p
$5820V2-54Q5-GE_1 $5620V2-54Q5-GE_3 et
GE_0/2 GE 0/3 GE_0/2 GE_0/3 - @ Host1

- - @ Host_2
- @ MSE3-20_2
- @K5E
- @6
~ @ 55820VE-5405—GE_L

GE 01 GE oM - @ SEER0VEEARSGE_3
pes PC_8 Host_2 Host_1
MIC:VirtualBox Host-Only Ethemet Adapter NICVirtualBox Host-Only Ethemet Ad
HARAaEE v .
AREENFEMEAYEN;
% 23 ﬁ mhrsN 34
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GE_0/0

ﬁﬁﬁ%ﬁhf§%

MSR36-20_2
GE_0/0
GE_pH F1060_4 GE 0/2 /
GE_0M

$5820V2-54QS-GE_1 55820V2-54Q8-GE_3
GE_0/2 GE_0/3 GE_0/2 GE_0/3
GE_0M GE_0N
PC_5 PC_8 Host_2 Host_1
EERHEMEED,

HIEAED | S5820V2-540S-GE_3GE_0/3

A INEME OIS,

5624 T !

§
/

w
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L) ST

MEEO5IE :

wES 0
SREZ0VEE405—-GE_1 GE_041

'r SERPAV?—SA05—GF 1 oF 0,3

"L EIrEEEma
o Eie

L Bfimess

H#B5¥ireshark
B ¥ireshark BT

b

EA Wireshark EEBINE;

5 25 ;B 34
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M 55820V2-5405-GE_1(GE_0-3).pcap

MR REE BN BSG BEO SinA) SiHS) EEy) ZEw ITEM EEH
Adm 3@ TRERe==F I SEAQ8HE
N [ERSmTEE - Cul-/> =)+
Ho. Time Source Destination Protocel Length Info -~
1 0.600006 Ethern... 60 [Packet size 1
W

< >
~ Frame 1: 68 bytes on wire (480 bits), 4 bytes captured (32 bits) -~

Encapsulation type: Ethernet (1)

Arrival Time: Jan 1, 1970 @8:00:00.080030000 T EqTHRTE

[Time shift for this packet: ©.0080000800 seconds]

Epoch Time: ©8.0080830088 seconds

[Time delta from previous captured frame: ©.P00000800 seconds]

[Time delta from previous displayed frame: 0.8606080080 seconds]

[Time since reference or first frame: ©.008000000 seconds]

Frame Number: 1

Frame Length: 68 bytes (488 bits)

Capture Length: 4 bytes (32 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: ethl hd
0ogo 80 @ ee ee

O 7 35870v2-5405-GE_1(GE_D-3). peap || 5348 1847 - BT 1847 (100.0%) || FRE: Default

%6 26 I !

G
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3.2 HCL 5XB% SecureCRT

3.2.1 MitaFh

GE_0/0

MSR36-20_2
GE_0/0
GE_0M F1060_4 GE 0/2
GE 0/ GE b/
55820V2-54QS-GE_1 $5820V2-54Q8-GE_3
GE_0/2 GE_0/3 GE_0/2 GE_0/3
GE 011 GE_0M
PC_5 PC_6 Host_2 Host_1
NIC:VirtualBox Host-Only Ethernet Adapter MNIC:VirtualBox Host-Only Ethen

AN
1) BahEEiKsEmAY Oracle VM VirtualBox;
<%F%, topol-devicel , MNRRTIEXBLZRIRE, BBALULSEHE, 55U topol-

device2. topol-device3. topol-device4.....7E topol-devicel A, mHIRE:

27 W 23t 34

\
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¥ Oracle VM VirtualBox S8 - o x

BEF #HEM EEIH)
* @ D - & - il
;R EEE EHi s ERbF G T A () £RTHG
AR _Base UAR Base Link) =1
O RIER S R RERS
B DR TR F T4 AhA R Al et -

¥LAH_AC Base (WLAW_AC_Base_Lizk)
@ 2 EOADETSAETRNENBENTTRTEE. WEOATEEA

2
-
AR EEES B
&;ﬁl’ Bnie (WLAH_AF_Baze_Link) 1’:]\7%?% F1 T HAER. TR0 wwe. virtualbox. orz TEEIIE J

S

TLAN_AD Bask (WLAW_AD Base Link)

@) Zxi

YLAN SAP Base (WLAN SAF Baze Link)

@ 2 i

HE40E B (0}

© Bl \ TS R - LA AE I I o =

Q Simware_Base

CELIR i [RRE] (5) =

'tml devicel A R - A ORI SE G Hif. (el

® 2%

. topol devlceZ
topol;@eviee3
@ 2

£&7F|, topol-devicel , MNRRTIERBEZRIRE, IPALULSEHE, 554 topol-

device2, topol-device3. topol-device4, 7E topol-devicel G, miRE:
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E‘} topol-devicel - BE

- ==
B ==
= ==
G ==

P

21w
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] BRSO E)
WOEwS () coe v IR 3 LAOO G} 0x2F3
WO M EEE -

A EREE =)

r e AL () |'\\.. “pipeltopol-devicel

SMEEE

Cancel

2) #TFF piped.exe ;

Pipe: \\.\pipe\topo1-devicel

Port: BILIBENX (XEfEA 1001 FHa, #5557y ENSP haean: 2001 ....)
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file://///./pipe/topo1-device1

SR RY KT

Z# Named Pipe TCP Proxy
File Edit View Help

L@ 2 XL e
Pipe name Client IP Recv Status Description
==\\\pipe\topo1-devicel 1001
==2\\\pipe\topo1-device2 1002 § 127.0.01 186 KB 27 Attachin...

185KB 30 Attachin.. &3

127.0.01

1003

=2\\\pipe\topol-device3

Add pipe conried X

Deseriptic

7 Allow non local tep o
r

{use ; as
Add Cancel

<
NUM

Ready

XS, ALASHIRE T .

vy -

8

X

HCL - hel_twiuzm{ksad T3]

Gl e @ P m@Ee e pENIEBEGQMB@ 2

G @ @ R (2

iRt JmpalE
&S #0O
MSR36-20.1 MSR36-20_2
»
FRFHCE
O NERAE-20_1
k@ NSRIE-20_2

SEEZ0VE—R405—GE_3

.

5$5820V2-54Q5-GE_3

WRETE © 2014-2018 $i = HAHRAR

WS

RN :

HCLwv21.1
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3) ¥JFF SecureCRT;
FE— G
ESEDET
iz (P): Telnet e

FHLAEMH): | 127.0.0.1]
i (o) FRAAREF): | MNone

[ i b e () B igtr&iE
CpEmHTFM
BLA
BB
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SAFFE - 1001
ZERI(C):
R Telnet 13X
- RREN(E .
4B H): | 177.0.0.1
= S
R BAIEE:  None
i Emacs
- B TRE rE
.7 B2 LFLOW W)
B *!f_j“fﬂﬁu 2P NAWS(E)
- EETri T — T E A ER)
= HEI]:Ti send SGA (17 23i%0)
 X}Y [Zmadem [I%i% sca®
JBF NTLM £470)

RATE BLiE

F-EREXFEE, SeFEENRHRASHIRI(GSES Piped inARY L)

R AR EZ
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] 1001 - SecureCRT - O b4
Xt #®Ee ZBv EHoo) FEn HEm  IEu #Ee
ANLER anh BEa BB 0.5 s
“ 1001 1Pk
M
attaching console,wait ...connected!
Automatic configuration is running, press CT
RL_C or CTRL_D to break.
automatic configuration is running, presr CTRL_D to break.
Aautomatic configuration attempt: 6.
Interface used: Gigabitethernet0/0.
Enable DHCP client on Gigabitethernet0/0.
FCTRL+C
W
FEE Telnet 20, 1 3417, 9651 vTi00 *5 #=F

1001 - SecureCRT — O
MR REEe BEV EDo fam BlEs TRu #SBm
HAVAAH nf s FRY @ 5

s
1001 2
Ll
Automatic configuration attempt: 6.
Interface used: GigabitEthernet0/0.
Enable DHCP client on GigabiteEthernetd/0.
Gigabitethernet0/0 faiWeg to obtain IP address.
waiting for the next...
Automatic configuration is running, press CTRL_C or CTRL_D to break.
Automatic configuration is running, press CTRL_C or CTRL_D to break.
Automatic configuration is aborteg.
Line con0 is available.
Press ENTER to get started.
<H3C>%Jul 21 00:009:45:752 2019 H3C SHELL/5/SHELL_LOGIN: Console logged in from conO.
<H3C>s5Yy
<H3C>system-view
System View: return to User View with ctrl+zZ.
[H3c]
[H3c]
[H3C]
[H3C]dis
[H3C]display ve
[H3c]display version
H3C Comware Software, Version 7.1.075, Alpha 7571
Copyright (c) 2004-2017 New H3C Technologies Co., Ltd. All rights reserved.
H3C MSR36-20 uptime is 0 weeks, 0 days, 0 hours, 5 minutes
Last reboot reason: User reboot
Boot image: flash:/msr36-cmw710-boot-a7514.bin
Boot image version: 7.1.075, Alpha 7571
compiled sep 20 2017 16:00:00
Boot image: f%ash:/msr36—cmw?10—system—a?514.bin
Boot image version: 7.1.075, Alpha 7571
compiled Sep 20 2017 16:00:00
CPU ID: Ox2
350M bytes DDR3 SDRAM Memory
1024M bytes Flash Memory
PCB version: 2.0
CPLD version: 1.0
Basic BootwWare versjon: 1.42
Extended Bootware version: 1.42
[H3CIN v
g Telnet 44, 6 44f7, 995 wTi00 x5 #=F
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2 Piped FRREXF

2 MNamed Pipe TCP Proxy - O >
File Edit View Help
e E 2 X @
Pipe name | Port | Client IP Sent Recv Status | Description
=2\ \pipe\topo1-d.. 1001 127.0.0.1 142 8 Connect... iZ&E1
&2\ \pipe\topal-d.. 1002 0 0 Ready w2
5\ \pipe\topol-d.. 1003 0 0 Ready TE3
Ready NUM &

EZA=TeRk, Bh5!.

#3413\

13
3
/
w
N
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