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< [t BrTR -} DVD/CD-ROM Tz
s (D) EEiaEs > g IDE ATA/ATAPI i35
- [ EHESSE :> - Lenovo RMCT Device
e > [ aemse
> 8 FipEfEE by EEEIRTEE
& BERES 475 &0 (COM #1 LPT)
4 B2 = . LJF USB Serial Port (COM3)
= EaEE > P

> By BEAREES

—

1.2 BFEACHEE

SCIORY | JUBHRIARECEXISLIRAIRIN , ERFEELISS
BEIRERFNEEREE BN, LR, ARENTEES |,

BiFx  FERRE.

R W

> O AEFEARE

-3 eyprsiaE

W EE. ISTRERE
> EAFEARIEEHEE

- § EESTRERE

> T EERE

> PSR

> M EgEaE

e RIANREZAD
BNHATES

BT RSB B R EE R LML BIR(E :

<LSW6605>reset saved-configuration

The configuration will be erased to reconfigure. Continue? [Y/N]:Y
Ctrl+Y YHREITEMA BT EMAIECE

<AC>reset saved-configuration

The configuration will be erased to reconfigure. Continue? [Y/N]:Y
7 PaAN .
HoEHEEadR .

<LSW>reboot

<LSW>Otherwise, unsaved configuration will be lost. Continue?[Y/N]:Y
<LSW>Warning: All the configuration will be saved to the configuration file for
the next startup:, Continue?[Y/N]:N

<LSW>System will reboot! Continue?[Y/N]1:Y
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o EEREACELMVLANRITTE

o EREFIEACTEMVLIANKERHAYTE

o EEFREACHtenetEERSZIINEST

o ERREFEACERENSGE

SEIEFNL!

IR . ACHIIR{LECEASEIR

EEREBRFEDIELSWIIAIACUS AIRE , 81 FRAEE CREASIE | &R

W THKIBECE IR EBFRRvIanfKtrunk , ASCIELASE14BFRE 1.

RESEMIE

FREFEXE LSWEE AClUEE
BEBWR LSWX ACX
VLAN : X0
APEIEVLAN VLAN : X0
IP : 10.1.X0.100
VLAN : X1
WEVLAN (RTI) VLAN : X1
IP : 10.1.X1.100
VLAN : X2
B VLAN (iB%) VLAN : X2
IP : 10.1.X2.100
VLAN : X3
ASBVLAN (iFE) VLAN : X3
IP: 192.168.X.1
MEth0/0/1 Ethernet0/0/0

IP : 192.168.100.100

IP : 192.168.100.200
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Trunk B{THERVLAN: TrunkBATHERIVLAN:
AREBLOGEORE
X0 to X3 X0 to X3

AMFH  BEAN + ZEEK

AsEe , PCAFMIXACH Telnet , BZEMH/9192.168.100.10

2.1 FRRRE L MFN T LM

AC66053z 28 AR B LM (LSW ) FOFLEM ( AC) FEpS , HepBZM
BHEF—ANIFPOEN=E3IM , BLEMFNTLMBIS —510GPHERLLSIHEEK | 40
ERf7 -

2410 GE[
T
14
XGE 0/0/1
LSW s e e e e e W \N/LAN AC
XGE 0/0/27
244GE[ Console[] Ethernet

BEMETLAECEVLIAN, =EEfImRmiE,

FTEMATLAECEVLAN, 3 SERHFIWLANIYSS,

FREFSEABSFRRIACIIEZMN & T display devicer] L EEHFIRATLL
BN B BT EREctrl + y 5 console switchE] LASCIE SMIFIFZMIAIL]
i,

<Quidway>display device

AC6605-26-PWR's Device status:

Slot Sub Type Online Power Register Status Role
0 - AC6605-26 Present PowerOn Registered Normal Master
4 POWER Present PowerOn Registered Normal NA
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Display device fp<INRERNIREFREGAC6605-26FE, , InBAXRIUTHE
M (LSW) .

<Quidway>console switch
Info: Switch console to AC.
<Quidway>display device
AC6605-AC's Device status:

Slot Sub Type Online Power Register Alarm Primary

0 - AC6605 Present PowerOn Registered Normal Master
<Quidway>console switch

Info: Switch console to LSW.
Display device #r< iNRETIREFEEBAC6605FER , IRARI &M
(AC).

22 BEERE&MERER
NS e =51

<Quidway>dis device

AC6605-26-PWR's Device status:

Slot Sub Type Online Power Register Status Role
0 - AC6605-26 Present PowerOn Registered Normal Master
4 POWER Present PowerOn Registered Normal NA

BlEEEEvIan10, ASBvlan 11 12 13

<Quidway>system-view
[Quidway] sysname LSW1
[LSWl]vlan batch 10 to 13

BeE90/0/ 1 RARIERZAPL

[LSWl]interface g0/0/1

[LSW1-GigabitEthernet0/0/1]port link-type trunk
[LSW1-GigabitEthernet0/0/1]port trunk pvid vlan 10
[LSW1-GigabitEthernet0/0/1]port trunk allow-pass vlan 10 to 13
[LSW1-GigabitEthernet0/0/1]quit

BeEg0/0/241% M FRsRIER R LAZIEA,

[LSWl]interface g0/0/24
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[LSW1-GigabitEthernet0/0/24]port link-type trunk
[LSW1-GigabitEthernet0/0/24]port trunk allow-pass vlan 10 to 12
[LSW1-GigabitEthernet0/0/24]quit

EeEARERAY10GIEO Atrunk s , BYTEEvIanKl$Svian

[LSW1]inter XGigabitEthernet 0/0/27
[LSW1-XGigabitEthernet0/0/27] port link-type trunk
[LSW1-XGigabitEthernet0/0/27]port trunk allow-pass vlan 10 to 13
[LSW1-XGigabitEthernet0/0/27]quit

2.3 BEEREMERER
N is e =]

[LSWl]console switch
Info: Switch console to AC.
<Quidway>system

[Quidway]sysname AC1

RlzEETRvlan10, Ar$Svian 11 12 13HEE = EEOIPHEE

[ACl]vlan batch 10 to 13

[ACl]linterface vlan 10

[AC1-V1aniflO]ip address 10.1.10.100 24
[AC1-V1aniflO]quit

[ACl]linterface vlan 11

[AC1-V1anifll]ip address 10.1.11.100 24
[AC1-Vl1anifll]quit

[ACl]linterface vlan 12

[AC1-V1anifl2]ip address 10.1.12.100 24
[AC1-V1anifl2]quit

FFEDHCPRRSS |, ABCE LR VLANRIDHCPIith ( iEBNRELRELNEE
7NPSSVLANRIRAYE | TEARS SR BV IR AEE AT, BEEERR , W55
VLANRIRX A LABCE TER LU/ MERASHAAL L )

[ACl]dhcp enable

[ACl]interface Vlanif 13
[AC1-V1anifl3]ip address 192.168.1.1 24
[AC1-V1anifl3]dhcp select interface
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ECEPERRY10GHEEO gtrunkiEEg , BYTEIRvIanKIlSSvlan

[ACl]inter XGigabitEthernet 0/0/1
[AC1-XGigabitEthernet0/0/27]port link-type trunk
[AC1-XGigabitEthernet0/0/27]port trunk allow-pass vlan 10 to 13
[AC1-XGigabitEthernet0/0/27]quit

RERENRORACETNUPRE

[ACl]display ip interface brief

Interface IP Address/Mask Physical Protocol
Ethernet0/0/0 unassigned down down
NULLO unassigned up up (s)
Vlanifl0 10.1.10.100/24 up up
Vlanifll 10.1.11.100/24 up up
Vlanifl2 10.1.12.100/24 up up
Vlanifl3 192.168.1.1/24 up up

eEM=EIAAEEREEIL | jFRUATZ100.100.100.100 ( 32#E41_ERY
RIUAREYED ) ARTIE,

[ACl]ping -a 192.168.1.1 10.1.10.1
PING 10.1.10.1: 56 data bytes, press CTRL C to break
Reply from 10.1.10.1: bytes=56 Sequence=1 ttl=255 time=11 ms
Reply from 10.1.10. bytes=56 Sequence=2 ttl=255 time=11 ms
Reply from 10.1.10. bytes=56 Sequence=3 ttl=255 time=10 ms

Reply from 10.1.10. bytes=56 Sequence=4 ttl=255 time=11 ms

N

Reply from 10.1.10. bytes=56 Sequence=5 ttl=255 time=20 ms
--- 10.1.10.1 ping statistics ---

5 packet(s) transmitted

5 packet (s) received

0.00% packet loss

round-trip min/avg/max = 10/12/20 ms

[ACl]ping -a 192.168.1.1 100.100.100.100
PING 100.100.100.100: 56 data bytes, press CTRL C to break
Request time out

Request time out
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Request time out
Request time out

Request time out

BCE SRS EIERATIR

[ACl]ip route-static 0.0.0.0 0.0.0.0 10.1.10.1

ItAYEping 100.100.100.100 E£&HIA

[ACl]ping -a 192.168.1.1 100.100.100.100

PING 100.100.100.100: 56 data bytes, press CTRL C to break
Reply from 100.100.100.100: bytes=56 Sequence=1 ttl=255 time=7 ms
Reply from 100.100.100.100: bytes=56 Sequence=2 ttl=255 time=10 ms
Reply from 100.100.100.100: bytes=56 Sequence=3 ttl=255 time=10 ms
Reply from 100.100.100.100: bytes=56 Sequence=4 ttl=255 time=10 ms
Reply from 100.100.100.100: bytes=56 Sequence=5 ttl=255 time=10 ms

--- 100.100.100.100 ping statistics ---
5 packet(s) transmitted
5 packet (s) received
0.00% packet loss

round-trip min/avg/max = 7/9/10 ms

2.4 BEFMNRE LN ERED telnet FRF (BRIAIE

FEfiEcERZMtelnethRSs , EiEhuawei FIAREFHAIL.

[LSWl]telnet server enable

Info: TELNET server has been enabled.
[LSWl]user-interface vty 0 4

[LSWl-ui-vty0-4]set authentication password cipher huawei
[LSWl-ui-vty0-4]Juser privilege level 15

[LSWl-ui-vty0-4]quit
BEMFATENLB—MIESERED , OB, Ea&UEO&8TRA
Meth 0/0/1, Bt EHETE]p/9192.168.100.100 255.255.255.0,

[LSWl]interface MEth 0/0/1
[LSW1-MEth0/0/1]ip address 192.168.100.100 24

EEREERAAILUR R OFIAC6605AYETHIEE ( consoledZMAYAID ) |, FEFEAX_EAC
EIPH#hi/9192.168.100.10 255.255.255.0H il Ei@tE K telnet,

C:\Users\WLAN>telnet 192.168.100.100

Loagin authentication
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Password:huawei

Info: The max number of VTY users is 5, and the number
of current VTY users on line is 1.

<LSWl>sys

Enter system view, return user view with Ctrl+Z.

2.5 BEEFNR LM EFIREN telnet BRSS (AAA JAE)

FEHEIStelnetiRSE |, SFINAAARTIKEhuaweiFiF telnett AL,

[ACl]ltelnet server enable

Info: TELNET server has been enabled.

[ACl]aaa

[ACl-aaallocal-user huaweil password simple huawei
[ACl-aaa]llocal-user huawei service-type telnet
[ACl-aaallocal-user huawei privilege level 15
[ACl-aaalquit

[ACl]user-interface vty 0 4
[ACl-ui-vtyO-4]Jauthentication-mode aaa

[ACl-ui-vtyO-4]quit

FL B S EOEthernet 0/0/0R9IPHEHE FASRES TR 428,

[ACl]interface Ethernet 0/0/0
[AC1-Ethernet0/0/0]ip address 192.168.100.200 24
[AC1-Ethernet0/0/0]quit

TR AR ALK OFIAC6605HIETHIZO ( consoletZORYZA ) |, EFBMN EFT
EIPibt79192.168.100.10 255.255.255.03Mix i@ M telnet,

C:\Users\WLAN>ping 192.168.100.200

IEFE Ping 192.168.100.200 HA 32 FI3HHHE:

KH 192.168.100.200 WA : F4i=32 M=23ms TTL=255
KH 192.168.100.200 ML : F15=32 Wfil=1ms TTL=255
KH 192.168.100.200 WA : F45=32 K=7ms TTL=255
KH 192.168.100.200 MM : F15=32 Wfil=4ms TTL=255

192.168.100.200 [ Ping S5 A :
. OkiE = 4, Ol = 4, BR =0 (08 B,
A IRATFR A VIR R) (LA g BT )
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&M = 1ms, &K = 23ms, ¥ = 8ms

C:\Users\WLAN>telnet 192.168.100.200

Login authentication

Username:huawei

Password:

Info: The max number of VTY users is 10, and the number
of current VTY users on line is 1.

<ACl>sys

Enter system view, return user view with Ctrl+Z.

[ACl]display access-user

Total 1,1 printed

2.6 REERE
BENEERT.

<LSWl>save

The current configuration will be written to the device.

Are you sure to continue?[Y/N]Y

Info: Please input the file name(*.cfg, *.zip) [vrpcfg.zip]:

Nov 15 2012 14:30:59+05:13 LSW1 $%01CFM/4/SAVE (1) [2] : The user chose Y when decid
ing whether to save the configuration to the device.

flash:/vrpcfg.zip exists, overwrite?[Y/N]:Y

Now saving the current configuration to the slot 0

Info: Save the configuration successfully.

T MECERTF.

<ACl>save

The current configuration will be written to the device.
Are you sure to continue?[Y/N]Y

Info: Please input the file name(*.cfg,*.zip) [vrpcfg.zip]:
Now saving the current configuration to the slot 0

Info: Save the configuration successfully.

KEEECS
BE&MECE (LAS1ER6) .
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sysname LSW1

#

vlan batch 10 to 13

#

interface Vlanifl

#

interface MEth0/0/1

ip address 192.168.100.100 255.255.255.0
#

interface GigabitEthernet0/0/1

port link-type trunk

port trunk pvid vlan 10

port trunk allow-pass vlan 10 to 13
#

interface GigabitEthernet0/0/24

port link-type trunk

port trunk allow-pass vlan 10 to 12
#

interface XGigabitEthernet0/0/27
port link-type trunk

port trunk allow-pass vlan 10 to 13
#

interface NULLO

#

user-interface con 0

user-interface vty 0 4

user privilege level 15

set authentication password cipher N C55QK< =/Q="Q MAF4<1!!
FToEMBCE ( LASS1ER5) ) .

sysname AC1l

#

vlan batch 10 to 13
#

dhcp enable

#

aaa

local-user admin password simple admin
local-user admin service-type http
local-user huaweil password simple huawei
local-user huawei privilege level 15
local-user huawel service-type telnet

#
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interface VlanifloO

ip address 10.1.10.100 255.255.255.0
#

interface Vlanifll

ip address 10.1.11.100 255.255.255.0
#

interface Vlanifl2

ip address 10.1.12.100 255.255.255.0
#

interface Vlanifl3

ip address 192.168.1.1 255.255.255.0
dhcp select interface

#

interface Ethernet0/0/0

ip address 192.168.100.200 255.255.255.0
#

interface XGigabitEthernet0/0/1

port link-type trunk

port trunk allow-pass vlan 10 to 13
#

interface NULLO

#

ip route-static 0.0.0.0 0.0.0.0 10.1.10.1
#

user-interface con 0

user-interface vty 0 4
authentication-mode aaa
user-interface vty 16 20

#
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SLIG= APIMERWLANGLERIZ
=1

o EHIFNIFAPLENBEE A X
o IBEEFTCLOCEIRER
o EREWLANEENEARE

o EEFMUMERLIRSERIEE R

SEIEFNL!

XEFRFIEANRS | SEREER , MB1EAWMMEER7AWmMmm-prof-1

AP HEAR + ZFEEN

E=xRMAE : CN

ACEXEH ZEm/ID : other

WLAN;E : vlan X0

APIAIEAST, : mac-auth

API\IEEEE
AP MACHELE : EAPESS | IEAIXE
WMMiEtRECE WMM#EHR : wmm-prof-X
2. AGHE#R : radio2-prof-X
FHHEIRELE
5G#&#y : radio5-prof-X
SSID : huawei-guestX
AR$3VLAN:vlan13
HRER : lREkA
IRSSERELE

TREHEMR : traffic-prof-X

LfENY - security-prof-X

Wlan-ess#[ 0
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FAFIEE : XiF

31 EERERRA

‘%ﬁﬁ’\ :> AP, ACCESH=EHE
RBEACKIEERIFA. AC D
v REACHEIIP
2EEAC REACEAPHIfI% O VLAN
AR THEE :> BEAC VLANIF= 200
BB ACHIDHCPER %5 28 14E
AR ACHIIPHEHL (APFRELZ 1)
REACHKFE O (SAPERE)
Y R
REACK REAPH,
BAPHETE SEEAC :> R EAPH
SAPEIE REAPIMES 3
‘ : Ea EE ||
4/5/6 REAC || Securityi®iR || TrafficiR ||
THEIAPH :> I B3 !
WLANER 5 : l
— | msessiaty | B4hE) 5.1 WLAN-ESS
| 0O
| 2z
< LSEEESS | J
I - ATRESH | GEIEE] @
: W,\EEA%QW fid B 5457 : P — | |
| | I zRadi | | 5.2E2 & Dot 1 XIAIE
| | | Ergjéo BUEVAP || m®EUser-Profile
| s ::>: S || VAN
| . T ___
[ omE |wgen TE'*’EE,]A“ : : | TEAPH | :
S > | % |
| [ RadiofiR Radio | | | d@ﬂgvAP'__W_LALNEEi’_ |

3.2 EEXH

AELI— ECE | SSHHAIECEER T,
3.3 FEEACEFIIgE

ELBEWLAN ACEB2%1

[ACl]wlan ac-global country-code CN

[ACl]wlan ac-global ac id 0 carrier id other

BAERIZRFECN , ZERNEENY , B HEERKother,
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cmec  HEREE
ctc FEEE
cuc  FEENE

other @AM (ZHA)

3.4 EEAPINERS ACEHRE

BCEAPRIDHCPIBIE R APIAIETTE | i=Hesavibi & R Aoption 4389752,

[ACl]ip pool vlanlO

[ACl-ip-pool-vlanlO]lnetwork 10.1.10.0 mask 255.255.255.0
[ACl-ip-pool-vlanlO]excluded-ip-address 10.1.10.100
[ACl-ip-pool-vlanlO]gateway-list 10.1.10.1
[ACl-ip-pool-vlanlO]dns-1list 10.254.1.100
[ACl-ip-pool-vlanlO]option 43 sub-option 3 ascii 10.1.10.100

[ACl]interface vlan 10
[AC1-V1anifl0]dhcp select global
[AC1-V1aniflO]lquit

IEEETAP21SE3E1E10.1.X0.254 , AJLAERpingan < iRI=HIZEFIAPRIEE M.

[ACl]ping 10.1.10.254
PING 10.1.10.254: 56 data bytes, press CTRL C to break
Reply from 10.1.10.254: bytes=56 Sequence=1 ttl=64 time=2 ms
Reply from 10.1.10.254: bytes=56 Sequence=2 ttl=64 time=11 ms
Reply from 10.1.10.254: bytes=56 Sequence=3 ttl=64 time=11 ms

Reply from 10.1.10.254: bytes=56 Sequence=4 ttl=64 time=11 ms

N e

Reply from 10.1.10.254: bytes=56 Sequence=5 ttl=64 time=11 ms

ERBATFRRBEEAPIANILESIZE , FrlAdisplay ap alifEARZIAP L,

[ACl-wlan-view]display ap all
All AP information (Normal-0,UnNormal-0) :

AP AP AP Profile Region AP
ID Type MAC ID ID State

Total number: 0
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FeEWLANE#Z O R APIAILE.

[ACl]wlan
[ACl-wlan-view]wlan ac source interface Vlanif 10
[ACl-wlan-view]ap-auth-mode ?
mac-auth MAC authenticated mode, default authenticated mode
no-auth No authenticated mode

sn-auth SN authenticated mode
APINIEZHE=Fh , BARMACGAILE , FEFTIRINAPFIZREREHI L |, AAUES
RWESNT , MEZEFHEMACANEIHSE :

[ACl-wlan-view]ap-auth-mode mac-auth

FTHRITALRIAP , BEZEREAPRIZEEIAIMAC , BHRIV2RLIRAIEHIZRAIAP
REHL3F, ARBNT

[ACl-wlan-view]display ap-type all
All AP types information:

ID Type
0 WAG601
1 WA631
6 WA603SN
7 WA603DN
8 WA633SN
11 WA603DE
12 WA653DE
14 WA653SN
17 AP6010SN-GN
19 AP6010DN-AGN
21 AP6310SN-GN
23 AP6510DN-AGN
25 AP6610DN-AGN

Total number: 13

ALIEHEAIERIAPE6010DN |, HEMLIER19 , F1ARMAPHIMACHELEE
cccc-8110-2260 , FRLABERINAPEIEHIZSHGSZ ¢

[ACl-wlan-view]ap id 0 type-id 19 mac cccc-8110-2260
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HINEAPIE . APRYRESZ M faultZlconfigZinormalfiiZstt, , BERETk
normalik7 , SIRE/ LD HERBEEMIZAES | (RAOIZSERIEVLANFIDHCPRAP
INENEEREHE.

[ACl-wlan-ap-0]dis ap all

All AP information (Normal-1,UnNormal-0) :

AP AP AP Profile Region AP
i) Type MAC ID D State
0 AP6010DN-AGN cccc-8110-2260 0 0 normal

3.5 EESNERFMAE AP FIXE&ZEQL

BCEWMMiELR , RAEFVALE.

[ACl-wlan-ap-0]quit
[ACl-wlan-view]wmm-profile name wmm-prof-1

[ACl-wlan-wmm-prof-wmm-prof-1]quit

BCE2 AGHTSIENR , SBEWMMERER , FHEiradio3sAL 98021 1bgn,

[ACl-wlan-view]radio-profile name radio2-prof-1
[ACl-wlan-radio-prof-radio2-prof-1l]wmm-profile name wmm-prof-1
[ACl-wlan-radio-prof-radio2-prof-1l]radio-type 80211bgn

Warning: Modify the Radio type may cause some parameters of Radio resume defaul
t value, are you sure to continue?[Y/N]:Y

[ACl-wlan-radio-prof-radio2-prof-1l]lquit

BCESGEHER , BEWMMEELR , FHZKradiossEe/980211an,

[ACl-wlan-view]radio-profile name radiob-prof-1
[ACl-wlan-radio-prof-radio5-prof-1l]wmnm-profile name wmm-prof-1
[ACl-wlan-radio-prof-radio5-prof-1l]radio-type 8021lan

Warning: Modify the Radio type may cause some parameters of Radio resume defaul
t value, are you sure to continue?[Y/N]:Y

[ACl-wlan-radio-prof-radioS-prof-1]quit

B EEaILAEAdisplay radio-profile allEEESTEHRAID FLERTSTLARER.,
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[ACl-wlan-view]display radio-profile all

ID Name

0 radio2-prof-1
1 radioS5-prof-1
Total: 2

SEERENAYSTSRIREIAPRIR L L.

[ACl-wlan-view]ap 0 radio O

[ACl-wlan-radio-0/0]radio-profile id 0

[ACl-wlan-view]ap 0 radio 1

[ACl-wlan-radio-0/1]radio-profile id 1

3.6 @& Wlan-ess O

iERwlan-essiEOARKBCE R trunkiz O,

[ACl]linterface Wlan-Ess 0
[AC1-Wlan-EssO]dhcp enable
[AC1-Wlan-EssO]port link-type hybrid
[ACl1-Wlan-EssO]port hybrid pvid vlan 13
[AC1-Wlan-EssO]port hybrid untagged vlan 13

3.7 EERSHEWN. REHERF WLAN RS E

[ACl-wlan-view]traffic-profile id 0 name traffic-prof-1
[ACl-wlan-traffic-prof-traffic-prof-1]quit
[ACl-wlan-view]security-profile id 0 name security-prof-1

[ACl-wlan-sec-prof-security-prof-1l]quit

[ACl-wlan-view]service-set name Huawei-guestl
[ACl-wlan-service-set-huawei-wlanl]ssid Huawei-guestl
[ACl-wlan-service-set-huawei-wlanl]service-vlan 13
[ACl-wlan-service-set-Huawei-guestl]wlan-ess 0
[ACl-wlan-service-set-Huawei-guestl]security-profile id 0
[ACl-wlan-service-set-Huawei-guestl]traffic-profile id 0
[ACl-wlan-service-set-Huawei-guestl] forward-mode tunnel
[ACl-wlan-service-set-Huawei-guestl]undo user-isolate

[ACl-wlan-service-set-Huawei-guestl]quit
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3.8 HEMRFEE AP FHEXMENT

ACl-wlan-view]ap 0 radio O

ACl-wlan-radio-0/0]service-set id 0

ACl-wlan-radio-0/1

[

[

[ACl-wlan-radio-0/0]ap 0 radio 1
[ service-set id 0
[

]
1
]
ACl-wlan-radio-0/1]quit
[ACl-wlan-view]commit ap O

Warning: Committing configuration may cause service interruption,continue? [Y/N

1Y

ELERRT  APSBEIIRS ENhuawei-guestXBITERIES | INEATAFHUA
iE , (FRAFALIHENGSIKEN192.168.X.0/24MERAME , FEBTLpingi@izHIse
FORSHEMN.

(FRTEEICAERESIHuawei-guestl,

ol TEREER $5 =
E
E#E
IPvd 585 7 Internet 1hHja){RER
1P 5 Fepediz iR
WA 28
SSID: huawel-guestl
#ERdE: 05:01:50
BE: 65.0 Mbps
EeRE: M
HAREE). ..
EEh
aex — B — sk
=4 1,080,048 457, 861
(BEre | Hzpom | sHe |
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1P EHIRIAIX3VLANAItELL |, SNEFR.

RSB RS ] [
FEEEEIFMEE )
Bt =) i
EEEER 19 5
HiF Intel (R) WiFi Link 1000 BGH
M T4-E5-0E-15-53-F4
2BF DHCE E
TFvd HHE 192, 168, 1. 254
TP FHER 255, 255. 255. 0
Edich b = (=] 2012811 F158 17:31:36 =
& HEARA A 2012811 F160 17:31:35
IF+4 BRAE 192 168 1.1
IF+4 IHCF ARS-22 192 168 1.1
IF+4 INS AREa2
IF+4 WINS ARESE2
2 BH WetBINS ave. . . £
- IPos MHP  feB0:: aSRL:BI£A:S£51:5.55%12
IPve BfiApdR
IF+E NS ARSa2 fecl:0:0: ££FE:: 1%1
fecO:0:0: ££FF:  2%1 i
L —

C:\Users\WLAN>ping 100.100.100.100

IEfE Ping 100.100.100.100 HAT 32

KH 100.100.100.100 FIMI4:
KM 100.100.100.100 (KK :
KH 100.100.100.100 FIMI4:
KA 100.100.100.100 (KK :

=
=
=
=

100.100.100.100 [ Ping ZilfE R :

Hiit: BRX% = 4, Bl =4, £k =0

FERAT R AL V1B (] (CAZERD 4 AT )
B = 3ms, &K = 41ms, ¥ = léms

TR -

32 Wfil=41ms TTL=255
32 WAl=9ms TTL=255
32 Wfil=3ms TTL=255
32 Hf[A]=12ms TTL=255

(0% £,

3.9 #AC LASHXRENGS

BERSE.

<ACl>dis service-set all

Name

0 Huawei-guestl

SSID

Huawei-guestl
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Total: 1

<ACl>dis service-set id 0

Service-set ID : 0

Service-Set name : Huawei-guestl
SSID : Huawei-guestl
Hide SSID : disable

User isolate : disable

Type : service

Maximum number of user : 32

Association timeout (min) : 5

Traffic profile name : traffic-prof-1
Security profile name : security-prof-1

User profile name -

Wlan-ess interface : Wlan-essO
Igmp mode : off
Forward mode : tunnel
Service-vlan : 13

Stack-vlan I

DHCP snooping : disable
IPSG switch : disable
DHCP trust port : disable
DAI switch : disable

ARP attack threshold(pps): 15
Protocol flag HE

Offline-management switch: disable

BEAPEITER.

<ACl>dis ap all

All AP information (Normal-1,UnNormal-0) :

AP AP AP Profile Region AP
ID Type MAC ID ID State
0 AP6010DN-AGN cccc-8110-2260 0 0 normal

<ACl>dis ap-run-info id 0

AP 0 run information:
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Software version: V200R001C0O0SPC100
Hardware version: Ver.C

BIOS version: 028

Domain: CN

Cpu type: AR9344

Cpu frequency: 480 MHZ

Memory type: H5PS5162GFR-S6C&1

AP System software description: AP6010DN-AGN:V200R001C00SPC100

AP System hardware description: AP6010DN-AGN:Ver.C
AP manufacture: Huawei Technologies Co., Ltd.

AP software name: Huawel Access Point Software
AP software vendor: Huawei Technologies Co., Ltd.
AP online time: 9228 S

AP bom code: 000

Ip address: 10.1.10.254

Ip mask: 255.255.255.0

Gateway ip: 10.1.10.1

DNS server: 10.254.1.100

Memory size: 128 MB

Flash size: 32 MB

Run time: 10158 S

Up ethernet port speed: 1000 Mbps

Up ethernet port speed mode: auto

Up ethernet port duplex: full

Up ethernet port duplex mode: auto

BEERIREE.

<ACl>display access-user

74e5-0bd5-53b4

UserID Username IP address
1171 74e50bd553b4 192.168.1.254
1172 £83dffb5adf2 192.168.1.248

£83d-ffb5-a4f2

Total 2,2 printed

<ACl>display station assoc-info ap 0

STA MAC AP-ID RADIO-ID SS-ID SSID
£83d-ffb5-adf2 0 0 0 Huawei-guestl
74e5-0bd5-53b4 0 0 0 Huawei-guestl
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Total stations: 2

BEREERERIRRFRER.

[ACl]dis station status sta 5c0a-5b36-4a7l

Station mac-address : 5c0a-5b36-4a71
Station ip-address : 0.0.0.0
Associated SSID : Huawei-guestl
Station online time (ddd:hh:mm:ss) : 000:00:01:15
The upstream SNR (dB) : 85.0

The upstream aggregate receive power (dBm) : -48.0
Station connect rate (Mbps) : 43

Station connect channel : 153

Station inactivity time(ddd:hh:mm:ss) : 000:00:00:00

Station current state

Authorized for data transfer : YES

Qos enabled : YES

ERP enabled : No

HT rates enabled : YES

Power save mode enabled : No

Auth reference held : No

uAPSD enabled : No

uAPSD triggerable : No

uAPSD SP in progress : No

This is an ATH node : No

WDS workaround req : No

WDS link : No
Station's HT capability . WQ
Station ERP element (dBm) : 0
Station capabilities HE
Station's RSSI (dB) : 47
Station's radio mode : 1ln
Station's AP ID HI
Station's Radio ID 01
Station's Authentication Method : OPEN
Station's Cipher Type : NO CIPHER
Station's User Name : 5c0abb364a71
Station's Vlan ID ¢ 13
Station's Channel Band-width : 20MHz
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KEREILS

#

sysname AC1l

#

vlan batch 10 to 13
#

wlan ac-global carrier id other ac id 0

#

dhcp enable

#

ip pool vlanlO
gateway-list 10.1.10.1
network 10.1.10.0 mask
excluded-ip-address 10.
dns-1list 10.254.1.100
option 43 sub-option 3
#

interface Vlaniflo0

ip address 10.1.10.100
dhcp select global

#

interface Vlanifll

ip address 10.1.11.100
#

interface Vlanifl2

ip address 10.1.12.100
#

interface Vlanifl3

ip address 192.168.1.1
dhcp select interface
#

interface Ethernet0/0/0
ip address 192.168.100
#

interface XGigabitEthernet0/0/1

port link-type trunk

port trunk allow-pass vlan 10 to 13

#

interface Wlan-EssO

255.255.255.0

1.10.100

ascii 10.1.10.100

255

255

255

255

.200

port hybrid pvid vlan 13

.255.

.255.

.255.

.255

255

port hybrid untagged vlan 13

dhcp enable

.255.

.255

.255.0
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#
ip route-static 0.0.0.0 0.0.0.0 10.1.10.1
#
wlan
wlan ac source interface vlaniflO
ap id 0 type-id 19 mac cccc-8110-2260 sn 210235448310C9000012
wmm-profile name wmm-prof-1 id 0
traffic-profile name traffic-prof-1 id 0
security-profile name security-prof-1 id O
service-set name Huawei-guestl id 0
forward-mode tunnel
wlan-ess 0
ssid Huawei-guestl
undo user-isolate
traffic-profile id 0
security-profile id O
service-vlan 13
radio-profile name radio2-prof-1 id 0
radio-type 80211lbgn
wmm-profile id 0
radio-profile name radio5-prof-1 id 1
radio-type 8021lan
wmm-profile id 0
ap 0 radio 0
radio-profile id 0
service-set id 0 wlan 1
ap 0 radio 1
radio-profile id 1

service-set id 0 wlan 1
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LN RT2ACELN
LR ERY

o ERWLANINHERIEES

o EIRFCEWEPINITERIGE

o EIRFIEWPA/WPA2 PSKIAEAIFSE
o EIRFIEWPA/WPA2 EAPINIERY/SiE

o ZEEHETAVAPRIGA

SIS
XEFRFAEANRS , EEERXIREE
HMAB BiEEN + ZEEN
Security-prof-wepX ID:1 WEPZHS : guest
TR Security-prof-wpapskX ID:2 WPA PSKZ#5 : huaweipsk
Security-prof-wpaeapX ID:3 A4 : huawei Z#5 : huawei
Huawei-guestX L& © Security-prof-wepX
SSID : Huawei-voiceX
fR$VLAN:vlan12
BREN  BERK
Huawei-voiceX TREER : traffic-prof-X
IRS5EE
LZLHEN : Security-prof-wpapskX
Wilan-essiEM 1
FBFEE : XiF
SSID : Huawei-employeeX
Huawei-employeeX
BR53VLAN:vlan1l
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HCNA-WLAN
AER Bk
TREMEMNY © traffic-prof-X
L2 : Security-prof-wpaeapX
Wlan-essizO 2
FAFREES : X

4.1 E& WEPAIE

HHACEEZERIERSIFNE , , 5 MRBEILAR—FfrE @R , 1
TR :

BRI SRERIREE
wapi FEWLANZEIRAE , STRFPSKIAESIERIAIE
wep AILAEEFFHUAIEEshare keyINE , 7&e
wpa HHEPSKIAERLEAPIAGE
wpa2 FIEPSKIAESKEAPIAE

[ACl-wlan-view]security-profile id 5 name test
[ACl-wlan-sec-prof-test]security-policy ?
wapi WLAN authentication and privacy infrastructure
wep Wired equivalent privacy
wpa Wi-Fi protected access

wpa2 Wi-Fi protected access version 2

AR5 EEHuawei-guestXTE E— P sEiaHRAopeniAilE , MEERERTERENE
fiti HEREDAESSTUAWEP share-keylAilE , IIESRAAWEP 40(ZRBINE |, 152
guest,

tliEZeE R Security-prof-wepl , EEEWEPINZZEE Hguest, WEP3ZHF40
(IERBFNL04 S -

A0S ERCE S MASCIFRIE 10N L6HHIEL,

104UZBERE 13 MASCIFRT 26N 163 HIE].
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[ACl]wlan

[ACl-wlan-view]security-profile id 1 name Security-prof-wepl
[ACl-wlan-sec-prof-Security-prof-wepl]security-policy wep
[ACl-wlan-sec-prof-Security-prof-wepl]wep authentication-method share-key
[ACl-wlan-sec-prof-Security-prof-wepl]wep key wep-40 pass-phrase 0 guest
[ACl-wlan-sec-prof-Security-prof-wepl]quit

[ Huawei-guestIRERIR , FEIIRZZIAP LHAT.

[ACl-wlan-view]dis security-profile all

ID Name
0 security-prof-1
1 Security-prof-wepl

ID Name SSID
0 Huawei-guestl Huawei-guestl
Total: 1

[ACl-wlan-view]service-set id 0
[ACl-wlan-service-set-Huawei-guestl]security-profile id 1

[ACl-wlan-service-set-Huawei-guestl]quit

[ACl-wlan-view]commit ap O
Warning: Committing configuration may cause service interruption,continue?[Y/N

1Y

IIFWEPECE | EERSRIRAVECERSPERIIRSE .

[ACl]display security-profile id 1

Profile name : Security-prof-wepl
Profile ID 1

Authentication : Share key
Encryption : WEP-40

Service-set ID SSID

0 Huawei-guestl
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Bridge-profile ID Bridge Name

{#Mdisplay access-user ssid “SSIDIYZZ" ALABEEIEESSID FEIXEAA
BRLER :

[ACl]display access-user ssid Huawei-guestl

1188 5c0a5b364a7l 192.168.1.252 5c0a-5b36-4a71

Total 1,1 printed

{#Fdisplay station status sta "ZRIBMACHBIE" ETIABERIBAIFREGEMS
B, fIEBEAISSIDEFR, XELAORTIE). SNR{SIRLL. INESR. vianZ, XEEIES
#2im5c0a-5b36-4a71 2WEP-40(Z 18 NN%5HY,

[ACl]display station status sta 5c0a-5b36-4a7l

Station mac-address : 5c0a-5b36-4a71
Station ip-address : 0.0.0.0
Associated SSID : Huawei-guestl
Station online time (ddd:hh:mm:ss) : 000:00:07:51
The upstream SNR (dB) : 85.0

The upstream aggregate receive power (dBm) : -34.0
Station connect rate (Mbps) : 23

Station connect channel 1

Station inactivity time(ddd:hh:mm:ss) : 000:00:02:15
Station's Authentication Method : SHARE-KEY
Station's Cipher Type : WEP-40
Station's User Name : 5c0abb364a71
Station's Vlan ID : 13

Station's Channel Band-width : 20MHz

4.2 EE WPA PSKiAiE

IR E=Huawei-voiceXEEE AWPAL-PSIGAIE, #eHACSTIWPAER B LTI
T
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WPA$> 2 B INESU
WPALAN AR ccmp 5 tkip psk(FHL8-641NEFF)
WPAL{EAR ccmp & tkip dotlx peap = dotlxtls
WPA2MARR ccmp B tkip psk(ZEL8-64NF1H)
WPA2{B\IhR ccmp 8 tkip dotlx peap B dotlx tls

EeEZ iRt Security-prof-wpapskl , BXIIZ AL ATKIP , PSKEZBE

huaweipsk,

[ACl-wlan-view]security-profile id 2 name Security-prof-wpapskl
[ACl-wlan-sec-prof-Security-prof-wpapskl]security-policy wpa
[ACl-wlan-sec-prof-Security-prof-wpapskl]wpa authentication-method psk
pass-phrase huaweipsk encryption-method tkip
[ACl-wlan-sec-prof-Security-prof-wpapskl]lquit

[ACl-wlan-view]quit

BB RS EEHuawei-voiceXARMIwlan-essiEE.

[ACl]interface Wlan-Ess 1
[ACl-Wlan-Essl]dhcp enable
[ACl-Wlan-Essl]port link-type hybrid
[ACl-Wlan-Essl]port hybrid pvid vlan 12
[ACl-Wlan-Essl]port hybrid untagged vlan 12
[ACl-Wlan-Essl]lquit

BlERSSERHuawei-voiceX , HECEEXSERSIERIR.

[ACl]wlan

[ACl-wlan-view]service-set id 1 name Huawei-voicel
[ACl-wlan-service-set-Huawei-voicel]ssid Huawei-voicel
[ACl-wlan-service-set-Huawei-voicel]service-vlan 12
[ACl-wlan-service-set-Huawei-voicel]wlan-ess 1
[ACl-wlan-service-set-Huawei-voicel]security-profile id 2
[ACl-wlan-service-set-Huawei-voicel]traffic-profile id 0
[ACl-wlan-service-set-Huawei-voicel] forward-mode direct-forward
[ACl-wlan-service-set-Huawei-voicel]undo user-isolate

[ACl-wlan-service-set-Huawei-voicel]quit
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BRGSO BB VAP MNREAXEAPEEEEVAPRIIE AILUE batch
FHAT | IREEE,
[ACl-wlan-view]batch ap 0 to 0 radio 0 to 1 service-set 1
Info: Command is being executed, please wait.

Success: 2

Failure: 0

‘i ap$commit allJLA—RMHER £ FAPRIECESHENIT , ILMRSECERY
R,
[ACl-wlan-view]commit all

Warning: Committing configuration may cause service interruption,continue?[Y/N

1Y

ILERfWPA-PSKRYECE B2 5ehk , RILMERZPC L TEEAININ BB,

THuawel-voicel TR [ [ = )
7E £
JE3:
LA E): [#Ea - A - Ibw g F Internct THENRIR
tEkEm e [1mr - e ff %W%g*é{é
PIEEEEEA () husweipsk 331D Huawei=voicel
Ul HeEataE: 00:02:57
HigTFHFw EE 54.0 Wops
ESEE: Il
(EmEEe... | ZgEzrm |
&zh |
arx — AN B i
= &, O7R ’dﬂ 1, BAd
[(BEte | Hzro |[ s#ie |

C:\Users\WLAN>ipconfig
TR IERCES o MRIERE:

EERSEN DNS B ...... .

ANHbHERE IPv6 HEHE. .. .. ... : fe80:a56b:63fd:5f81:5€55%12
IPv4 etk ............:10.1.12.253

FREE ............:255.255.255.0

AKX ............:101.121
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C:\Users\WLAN> ping 100.100.100.100

1EFE Ping 100.100.100.100 EA 32 “FHH%dRE:

KH 100.100.100.100 IFEIE: F =32 BH=20ms TTL=255
K 100.100.100.100 W& F75
kA 100.100.100.100 fHEIK: F
K 100.100.100.100 MK : F

32 WflA]=4ms TTL=255

=32 IA=7ms TTL=255
F=32 IAl=13ms TTL=255

100.100.100.100 [ Ping ZilfE R :
B ORI = 4, Bl = 4, EX =0 (0% EK),
AEARATRE R A VI I] (LA o fir )

A = 4ms, K = 20ms, T = 1lms

HEACLEEEEEFIRITFAES | JUERIEFIRAINAIESEE,

<ACl>display station status sta 74e5-0bd5-53b4

Station mac-address : 74e5-0bd5-53b4
Station ip-address : 0.0.0.0
Associated SSID : Huawei-voicel
Station online time (ddd:hh:mm:ss) : 000:00:01:04
The upstream SNR (dB) : 85.0

The upstream aggregate receive power (dBm) : -44.0
Station connect rate (Mbps) : 37

Station connect channel 1

Station inactivity time(ddd:hh:mm:ss) : 000:00:00:00

Station current state

Authorized for data transfer : YES
Station's Authentication Method : WPA1-PSK
Station's Cipher Type : TKIP
Station's User Name : 74e50bd553b4
Station's Vlan ID 12
Station's Channel Band-width : 20MHz

4.3 ECE WPA EAP iAiE

WLANRIEAPINIESRIEBE=NMAMRSEIL « EF 0w, TAIEE. TAIERSS 5.
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R
& Fzhn C R G
HEHF (5):

WIS @)

TS B R B S LG A AR

HCNA-WLAN 000 O000o0og
&= P INIEE IANIERR 55 28
PC AP AC Radius Server
LR IAEIES AR 88910.254.1.100 |, radius@yZZRBE : huawei , IAIE
RS LB ETFEFinflCIZEUEMS , FBF : huawei Z#3 : huawei,
INERRSSEECEHiEYF , FRETEEE.
R ER RS =
® K6 TEO X Oy X
o A ksl 7 W wE |
HES (M)
% 7| BADIUS EPRRAGE V' RRILL RAIIVS 3 i (2)
EREAE-I .
3 12 RADIVE BRSES4R fffgﬁm'
= ] !
%%gzgﬁm Mt (TP = DHS) (D)
| =1 >
T féEﬁﬁﬂﬁ IlD. 1.10.100 ISHE (V). . |
= 5@%£§éﬁ%ﬁ AT RIS BFURIEE TS 18, SASLRHIAR ROLIS RS
i EFES S
e Rcl R R o) [Fa011E Standara =]
Eiﬂl

Eaiiz

[T hccess—Request EHEUSTTEIE Meszage—duthenticator FiE (R)

[~ RADIUS FFmsads WA (H)

By |

A |
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% IR RS S - ol x|
HEE BEW TEW M

& FnEE

Eﬂsﬁﬁﬁ’gmﬁmﬁ © ERRSHER, SR REEREFEORS, LRSS RS -
o RADTUS TP =
g = [ [BiRE [ hia=s [E |
of- - “of L GIEST 2ER_ R i
: j‘ gg;g [ 399995
B %, FEEHR B RIS SRR DR oewese e sRiSE

A FHHRESEE
H EvmREEd
i
S - MRFETIEL: o

| i |18 [
was HROE if - Hf OR 4 - IEEE 202011
Windows #]  ¥LAH\Domain Users

=i - MIEA TR

oE ® 1
TRRRF P B True
hilRiR ERifiE —
| B BRSNS SITE Mierosoft: F{R4PRY EAP (PEAP) | _lj
d »

FEAC LEEEradiusiAIERRSS =5

[AC1] radius-server template radius huawei
[ACl-radius-radius_huawei] radius-server authentication 10.254.1.100 1812
[ACl-radius-radius huawei] radius-server shared-key simple huawei

[ACl-radius-radius_huawei] quit

EEEAAASE,

[AC1l] aaa
[ACl-aaa] authentication-scheme radius_huawei
[ACl-aaa-authen-radius huawei] authentication-mode radius

[ACl-aaa-authen-radius_huawei] quit

[ACl-aaaldomain default
[ACl-aaa-domain-default]authentication-scheme radius huawei

[ACl-aaa-domain-default]radius-server radius_huawei

EeE L L&t Security-prof-wpaeapl , EXINE AL Accmp |, IAEA A
dotlx peap.
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[ACl-wlan-view]security-profile id 3 name Security-prof-wpaeapl
[ACl-wlan-sec-prof-Security-prof-wpaeapl]security-policy wpa2
[ACl-wlan-sec-prof-Security-prof-wpaeapl]wpa2 authentication-method dotlx peap
encryption-method ccmp

[ACl-wlan-sec-prof-Security-prof-wpaeapl]lquit

tliwlan-ess O , FBEEZEO EFFFEdotIxAIE,

[ACl]interface Wlan-Ess 2

[ACl-Wlan-Ess2]port link-type hybrid
[ACl-Wlan-Ess2]port hybrid pvid vlan 11
[ACl-Wlan-Ess2]port hybrid untagged vlan 11
[ACl-Wlan-Ess2]dotlx—-authentication enable
[ACl-Wlan-Ess2]dotlx authentication-method eap

[ACl1-Wlan-Ess2]quit

BlEIRSEEHUawei-employeeX , HECBHEXSE R 4PEREIR.

[ACl-wlan-view]service-set id 2 name Huawei-employeel
[ACl-wlan-service-set-Huawei-employeel]ssid Huawei-employeel
[ACl-wlan-service-set-Huawei-employeel]service-vlan 11
[ACl-wlan-service-set-Huawei-employeel]wlan-ess 2
[ACl-wlan-service-set-Huawei-employeel]security-profile id 3
[ACl-wlan-service-set-Huawei-employeel]traffic-profile id 0
[ACl-wlan-service-set-Huawei-employeel] forward-mode direct-forward
[ACl-wlan-service-set-Huawei-employeel]tunnel-forward protocol dotlx
[ACl-wlan-service-set-Huawei-employeel]undo user-isolate

[ACl-wlan-service-set-Huawei-employeel]lquit

BI#IEG S EREVAP MNEREAKEAPEEEEVAPHIE AILUE S batch
KT, IBETER.

[ACl-wlan-view]batch ap 0 to 0 radio 0 to 1 service-set 2
Info: Command is being executed, please wait.
Success: 2

Failure: 0

Bid <L commit allFfLA—RIHER £EBAPRIECES#ENT  ILURSECERY

[ACl-wlan-view]commit all
Warning: Committing configuration may cause service interruption,continue?[Y/N

1y
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IEERfWPA EAPRIECEEZ5TRY , AILABITI Fap SR ESH.

[ACl]display current-configuration interface Wlan-Ess 2

#

interface Wlan-Ess2

port hybrid pvid vlan 11

port hybrid untagged vlan 11

dotlx-authentication enable

dotlx authentication-method eap

#

[ACl]dis security-profile id 3

Profile name : Security-prof-wpaeapl
Profile ID : 3

Authentication : WPA2 802.1x + PEAP
Encryption : CCMP

Service-set ID SSID

2 Huawei-employeel
Bridge-profile ID Bridge Name

Name SSID
Huawei-guestl Huawei-guestl
Huawei-voicel Huawei-voicel
Huawei-employeel Huawei-employeel

Total 1,1 printed
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ooooooooo

4.4 BEEAP ERiH

FIRNTEMEEE | AR TECAILES , Ewindow7&imRYA TR -REIR

LBE FIFRESHEZEHO ", BE

"EEREM 1, BE RN, RE F

TolEMSEEXY " RINTSHEENEEE Y R

-

& - smsmnmsms

-—r )

BNEEFINTENENESE

FIEE(E): Huawei-employeel
SRHAS): (wPA2 - ok
InEER(R): [ AES
22FHO:

[V] SNEFEET)

[ BN BhiEE(0)

=5 NSERRER Wit ENaeiEETssENie.

PEE=E(H)

[ F—mn | [ = |

FeRkERT "ERUERYY .

&daﬂfmﬁ@%imﬁ

> FXIEERE(H)
STTEEEEUEENES.

ERECET :

FRINEEZRID Y Huawei-employeel
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f Huawei-employeel FAERIEEME 52 || SEFHEAP B | ® |
kS S
[T 3G U RRS220EH o)
g eml (5 [weRz - fedk =) EERIRLARSEE )
HIEE2EEY () - [4Es -] / ] )
SRR R R :
(W] 5447 ust External CA Root -
Ealtimora CrhorTenct Boot F
)
RS TR IETTE 0): EAP MSCHAPv2 B ot |
[Microsoft. E{24PHT EAP (PEAF) Vll BE 6 ]
FRRENE AR ) R A
i indows 58 () Retak
DE%E%% (ﬁ)o TR AEATE (L R
BEEHETSECT S
(2 EAP-NSTHAE 2) Al EEo.. |
BRSNS F)
(T3 TR Thia 24P o)
(1R ARS SRS HNTEHERY TLY MBS )
[ m= [ ®mE | [ ERtFaEH, @
h (e [ mE |
T T . 77m=

hAE R INNE SIS

BRI AP E:huawei Zf5:huawei,

4

AL« iE#E Huawei-employeel &

TR sEsEEMmES,

Hibs=, X

16:27

2012/11/16

g
Windows &%

LB B RIAE
= NG

[huawei

l......l

| &=

J

i

[

HLERIRFAIAIERL , FFESEEMERAYIPHELE,
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C:

C:

r 5
SrnsEs) s
> 10
=2 Huawei-employeel
7 Internet 3518
FEENEER A |8
Huawei-employeel e [
New World Cafe o ]
huawei-guestl 1111!
Huawei-voicel ,!1“
eSpace EGW_5CDA a0
TP-LINK_2.4GHz_D9ESBO A
FIFTREAIEE RD
L 4

R TER LRI ERTLAEZIRFSEIVLANLLIIIP FEATLApIing @ AT
\Users\WLAN>ipconfig

T BIEEERCRE TTLMESEZ:

ERRFER) DNS B8 ... ..

AHbiERE IPv6 HBfE. .. ... .. : fe80::a56b:63fd:5f81:5e55%12
IPv4 gt ............:10.1.11.253

FREES ............:255.255.255.0

BOARX. ............:110.1111

\Users\WLAN>ping 100.100.100.100

IFfE Ping 100.100.100.100 HA 32 FATMEIE:

ok
ok
sk

P

H 100.100.100.100 [WAIEZ: F45=32 KH=64ms TTL=255
H 100.100.100.100 MK : F15=32 WfW=7ms TTL=255
H 100.100.100.100 [WE%: FH47=32 KfM=7ms TTL=255
H 100.100.100.100 W% : F47=32 IfAl=9ms TTL=255

100.100.100.100 ¥ Ping S5 A :
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B ORI = 4, Bl = 4, EXK =0 (05 EK),
TEIRATRE RIS T IR) (LA ol By ) -
i = Tms, &K = 64ms, T = 21ims

REEETEEM

RZEREEETEEM

INRAEZERIEPRAT802. x5 hT , WIEWLAN-ESSEOME THITHS
dotlx-authentication enablefldot1x authentication-method { chap | pap |
eap }ECEWLAN-ESSEOTAIAIES T /9802. 1xHE.EWLANFHFHI802. 1XIAIE S
%o

NREZERIEHEATMAGANESTE | B/FEWLAN-ESSEOIE THT
#p<$ mac-authentication enableft EWLAN-ESSIEO TFHBAES R AMACGAIES
e

NRERERIEPRA T PortabAIE/TZURY |, TEWLAN-ESSIZOME THAT
#p$web-authentication enableft EWLAN-ESSIEO TRHBAIES R APortabAIES
.

802.1x+HIREERKRIAMIBZR N FEEACSAPZ AECE — R EREH |
BCETENT

HEXIENIRE - REEEEZOME THITaH<Sbpdu bridge enable,

EXARNIRE | £BRE T HITa@<12protocol-tunnel
user-defined-protocol protocol-name protocol-mac protocol-mac
group-mac group-mac ; HFEEOME T HiTaE<12protocol-tunnel
user-defined-protocol protocol-name enablefl&z<bpdu enable,

802 Ix+#EERE R+ =RAMIBER T , HT802. LiAIERRIEAPIRS AR
INEHRI , HAPSACEA=EENBEAPERENERERELIHRET | IR 88
T=Rik. FEHRITar<tunnel-forward protocol dot1xfEREMYIR S REERE A&
ThgE , APISFFRIEAPIRSHITREEETE | BB RLEACKE | 7EAP. ACZIE
SHNAERY R E,

EEERMFEERECETRE
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NRELRENARER K |, HERACKARFSEEIED | MFEWLAN-ESSEE
AME T HiTas<Sdhcp enablefFBEWLAN-ESSEERIDHCPINEE,

NSRS AREER , EEAWLAN-ESSEOME T TS port hybrid
pvid vlan vlan-idE¢&PVID,

WMRERENAEE A , AR FEESAPEENZOARREMALSE
VLAN , B5LEFEMACER,

MFRERENNERER , BEARR EEESAPEERNZEOFTEMAWSS
VLAN,

KEEECE

sysname AC1l

#

vlan batch 10 to 13

#

undo http server enable

#

wlan ac-global carrier id other ac id 0

#

dba-profile default0 type3 assure 40000 max 80000
#

dhcp enable

#

diffserv domain default

#

radius-server template radius_huawei
radius-server authentication 10.254.1.100 1812
radius-server accounting 10.254.1.100 1813
#

ip pool vlanlO

gateway-list 10.1.10.1

network 10.1.10.0 mask 255.255.255.0
excluded-ip-address 10.1.10.100

dns-1list 10.254.1.100

option 43 sub-option 3 ascii 10.1.10.100

#

aaa

authentication-scheme default
authentication-scheme radius_huawei

authentication-mode radius
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authorization-scheme default
accounting-scheme default

domain default

authentication-scheme radius huawei
radius-server radius_huawei

domain default admin

local-user admin password simple admin
local-user admin service-type http
local-user huaweil password simple huawei
local-user huawei privilege level 15
local-user huawel service-type telnet
#

interface VlaniflO

ip address 10.1.10.100 255.255.255.0
dhcp select global

#

interface Vlanifll

ip address 10.1.11.100 255.255.255.0
#

interface Vlanifl2

ip address 10.1.12.100 255.255.255.0
#

interface Vlanifl3

ip address 192.168.1.1 255.255.255.0
dhcp select interface

#

interface Ethernet0/0/0

ip address 192.168.100.200 255.255.255.0
#

interface XGigabitEthernet0/0/1

port link-type trunk

port trunk allow-pass vlan 10 to 13
#

interface Wlan-EssO

port hybrid pvid vlan 13

port hybrid untagged vlan 13

dhcp enable

#

interface Wlan-Essl

port hybrid pvid vlan 12

port hybrid untagged vlan 12

dhcp enable

#
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interface Wlan-Ess2

port hybrid pvid vlan 11
port hybrid untagged vlan 11
dotlx-authentication enable

dotlx authentication-method eap

#

interface NULLO

#

ip route-static 0.0.0.0 0.0.0.0 10.1.10.1
#

snmp-agent
snmp-agent local-engineid 000007DB7FFFFFFF00003DD6
snmp-agent sys-info version v3

snmp-agent trap enable basetrap

user-interface con 0
user-interface vty 0 4
authentication-mode aaa

user-interface vty 16 20

wlan

wlan ac source interface vlaniflO

ap id 0 type-id 19 mac cccc-8110-2260 sn 210235448310C9000012
wmm-profile name wmm-prof-1 id O

traffic-profile name traffic-prof-1 id 0

security-profile name security-prof-1 id O

security-profile name Security-prof-wepl id 1

wep authentication-method share-key

wep key wep-40 pass-phrase 0 guest

security-profile name Security-prof-wpapskl id 2
security-policy wpa

wpa authentication-method psk pass-phrase huaweipsk encryption-method tkip
security-profile name Security-prof-wpaeapl id 3
security-policy wpa2

wpa authentication-method dotlx peap encryption-method ccmp
security-profile name test id 5

service-set name huawei-guestl id 0

forward-mode tunnel

wlan-ess 0

ssid huawei-guestl

undo user-isolate

traffic-profile id 0

security-profile id 1
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service-vlan 13

service-set name Huawei-voicel id 1
wlan-ess 1

ssid Huawei-voicel

undo user-isolate

traffic-profile id 0

security-profile id 2

service-vlan 12

service-set name Huawei-employeel id 2
wlan-ess 2

ssid Huawei-employeel

undo user-isolate

traffic-profile id 0

security-profile id 3

service-vlan 11

tunnel-forward protocol dotlx
radio-profile name radio2-prof-1 id 0
radio-type 80211bgn

wmm-profile id 0O

radio-profile name radio5-prof-1 id 1
radio-type 8021lan

wmm-profile id 0

ap 0 radio 0

radio-profile id 0

service-set id 0 wlan 1

service-set id 1 wlan 2

service-set id 2 wlan 3

ap 0 radio 1

radio-profile id 1

service-set id 0 wlan 1

service-set id 1 wlan 2

#
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EEh "BHE+=EAEN “SEiE
LIS EIfR

o EREFEANLIOERIEETTIE
o ERE=FEHENNEERE
o EiERIEMELARIEE

o INIF=EAHEMAIEE

SEIEFNL!

NFRSE e
10.254.1.100

WLANKE
10.254.1.200

AP1
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XBEFREANRS | BB &R

LIS EHEEN + = 2EN + B R
AP3EZf) FBRNAPXE R ARG/ 0/1X 0

s ovlian 80X trunk 1P:10.1.201.1/24

ACZSTh {&wlan source Jgvlan 80X

& APHIvlan X0 DHCPittfJoption 43f9ECE

5.1 TEAP MBS

ERZAPXEI ORI IXZEO £ |, RO EE S5k , 21T ¢

<CoreSW3700>dis current-configuration interface Ethernet 0/0/11
#

interface Ethernet0/0/11

port link-type access

port default vlan 10

stp edged-port enable

#

5.2 ®E#H vlan X trunk

BEFREIACELZMILSW,

[LSWl]vlan 801

[LSWl-v1an80l]quit

[LSWl]interface g0/0/24

[LSW1-GigabitEthernet0/0/24]port trunk allow-pass vlan 801
[LSW1-GigabitEthernet0/0/24]quit

[LSWl]interface XGigabitEthernet 0/0/27
[LSW1-XGigabitEthernet0/0/27]port trunk allow-pass vlan 801
[LSW1-XGigabitEthernet0/0/27]quit

[LSW1]console switch

Info: Switch console to AC.

[ACl]vlan 801
[AC1-v1an801l]quit
[ACl]interface XGigabitEthernet 0/0/1
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[AC1-XGigabitEthernet0/0/1]port trunk allow-pass vlan 801
[AC1-XGigabitEthernet0/0/1]quit

[ACl]linterface Vlanif 801
[AC1-V1anif801l]ip address 10.1.201.100 24
[AC1-V1anif801l]quit

EHAPRIEOARRHAVECE.

[ACl]Jundo ip route-static 0.0.0.0 0.0.0.0
[ACl]ip route-static 0.0.0.0 0.0.0.0 10.1.201.1

IEEFACXAT LApingi@vlan80XAIM &b 10.1.20X.1,

[ACl]ping 10.1.201.1
PING 10.1.201.1: 56 data bytes, press CTRL C to break

Reply from 10.1.201.1: bytes=56 Sequence=1l ttl=255 time=14 ms

Reply from 10.1.201. bytes=56 Sequence=2 ttl=255 time=10 ms

bytes=56 Sequence=3 ttl=255 time=10 ms

Reply from 10.1.201.

1

1
Reply from 10.1.201.

1 bytes=56 Sequence=4 ttl=255 time=10 ms

1

[ S S S

Reply from 10.1.201. bytes=56 Sequence=5 ttl=255 time=10 ms
---10.1.201.1 ping statistics ---

5 packet (s) transmitted

5 packet (s) received

0.00% packet loss
round-trip min/avg/max = 10/10/14 ms

53 AP _L&LEE

1EBDHCPECEFIWLANIRRYBCE SEAPAI LUR I H =S

[ACl]ip pool wvlanlO
[ACl-ip-pool-vlanlO]dis this

#

ip pool vlanlO

gateway-list 10.1.10.1

network 10.1.10.0 mask 255.255.255.0
excluded-ip-address 10.1.10.100

dns-1list 10.254.1.100

option 43 sub-option 3 ascii 10.1.10.100
#

return
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[ACl-ip-pool-vlanlO]Jundo option 43

[ACl-ip-pool-vlanlO]option 43 sub-option 3 ascii 10.1.201.100

[ACl-ip-pool-vlanlO]quit

[ACl]wlan

[ACl-wlan-view]wlan ac source interface Vlanif 801

Warning: Modify the source interface may cause service interruption,

S

ure to continue?[Y/N]:Y
5.4 EURFENFEREXNHEEES

[ACl]wlan

[ACl-wlan-view]service-set id 1
[ACl-wlan-service-set-Huawei-voicel] forward-mode tunnel
[ACl-wlan-service-set-Huawei-voicel]quit
[ACl-wlan-view]service-set id 2
[ACl-wlan-service-set-Huawei-employeel] forward-mode tunnel
[ACl-wlan-service-set-Huawei-employeel]quit

[ACl-wlan-view]commit all

are you

Warning: Committing configuration may cause service interruption,continue?[Y/N

1Y
RECE B 5T
FeBCERIIRSS SRR A,

[ACl]dis ap all

All AP information (Normal-1,UnNormal-0) :

AP AP AP Profile Region
ID Type MAC ID ID
0 AP6010DN-AGN cccc-8110-2260 0 0
Total number: 1

[ACl]display station assoc-info ap O
STA MAC AP-ID RADIO-ID SS-ID SSID
74e5-0bd5-53b4 0 0 2 Huawei-employeel
5c0a-5b36-4a71 0 0 0 huawei-guestl

 FENSMLUSHLIERIAPEE = EME EELEIEHREE | R

AP

State
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[ACl]display service-set id 2

Service-set ID
Service-Set name
SSID

Hide SSID

User isolate

Type

Maximum number of user

Association timeout (min)

Traffic profile name
Security profile name
User profile name
Wlan-ess interface
Igmp mode

Forward mode
Service-vlan
Stack-vlan

DHCP snooping

IPSG switch

DHCP trust port

DAI switch

Huawei-employeel
Huawei-employeel
disable
disable
service
32
5
traffic-prof-1
Security-prof-wpaeapl
Wlan-ess2
off
tunnel
11
disable
disable
disable
disable

ARP attack threshold(pps): 15

Protocol flag

dotlx

Offline-management switch: disable

BEMEE.

sysname LSW1
#
FTP server enable

#

vlan batch 10 to 13 801

#

undo http server enable
#

interface Vlanifl

#

interface MEth0/0/1
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ip address 192.168.100.100 255.255.255.0
#

interface GigabitEthernet0/0/1

port link-type trunk

port trunk pvid vlan 10

port trunk allow-pass vlan 10 to 13

interface GigabitEthernet0/0/24

port link-type trunk

port trunk allow-pass vlan 10 to 12 801
#

interface XGigabitEthernet0/0/27

port link-type trunk

port trunk allow-pass vlan 10 to 13 801
#

FTEMECE.

sysname ACl

#

FTP server enable

#

vlan batch 10 to 13 801

undo http server enable

wlan ac-global carrier id other ac id 0

#

dba-profile default0 type3 assure 40000 max 80000
#

dhcp enable

#

diffserv domain default

#

radius-server template radius huawei
radius-server authentication 10.254.1.100 1812
radius-server accounting 10.254.1.100 1813

#

ip pool vlanlO

gateway-list 10.1.10.1

network 10.1.10.0 mask 255.255.255.0
excluded-ip-address 10.1.10.100

dns-1list 10.254.1.100
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option 43 sub-option 3 ascii 10.1.201.100
#
aaa
authentication-scheme default
authentication-scheme radius_huawei
authentication-mode radius
authorization-scheme default
accounting-scheme default
domain default
authentication-scheme radius huawei
radius-server radius_ huawei
domain default admin
local-user ftp password simple ftp
local-user ftp ftp-directory flash:/
local-user ftp service-type ftp
local-user admin password simple admin
local-user admin service-type http
local-user huawei password simple huawei
local-user huawei privilege level 15
local-user huaweil service-type telnet
#
interface VlaniflO
ip address 10.1.10.100 255.255.255.0
dhcp select global
#
interface Vlanifll
ip address 10.1.11.100 255.255.255.0
#
interface Vlanifl2
ip address 10.1.12.100 255.255.255.0
#
interface Vlanifl3
ip address 192.168.1.1 255.255.255.0
dhcp select interface
#
interface Vlanif801
ip address 10.1.201.100 255.255.255.0
#
interface Ethernet0/0/0
ip address 192.168.100.200 255.255.255.0
#
interface XGigabitEthernet0/0/1

port link-type trunk
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port trunk allow-pass vlan 10 to 13 801
#
interface Wlan-EssO
port hybrid pvid vlan 13
port hybrid untagged vlan 13
dhcp enable
#
interface Wlan-Essl
port hybrid pvid vlan 12
port hybrid untagged vlan 12
dhcp enable
#
interface Wlan-Ess2
port hybrid pvid vlan 11
port hybrid untagged vlan 11
dotlx-authentication enable
dotlx authentication-method eap
#
interface NULLO
#
ip route-static 0.0.0.0 0.0.0.0 10.1.201.1
#
snmp-agent
snmp-agent local-engineid 000007DB7FFFFFFF00003DD6
snmp-agent sys-info version v3
snmp-agent trap enable basetrap
#
user-interface con 0
user-interface vty 0 4
authentication-mode aaa
user-interface vty 16 20
#
wlan
wlan ac source interface vlanif801
ap id 0 type-id 19 mac cccc-8110-2260 sn 210235448310C9000012
wnmm-profile name wmm-prof-1 id 0
traffic-profile name traffic-prof-1 id 0
security-profile name security-prof-1 id 0
security-profile name Security-prof-wepl id 1
wep authentication-method share-key
wep key wep-40 pass-phrase 0 guest
security-profile name Security-prof-wpapskl id 2

security-policy wpa
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wpa authentication-method psk pass-phrase huaweipsk encryption-method tkip
security-profile name Security-prof-wpaeapl id 3
security-policy wpa2

wpa authentication-method dotlx peap encryption-method ccmp
security-profile name test id 5
service-set name huawei-guestl id 0
forward-mode tunnel

wlan-ess 0

ssid huawei-guestl

undo user-isolate

traffic-profile id 0
security-profile id 1

service-vlan 13
service-set name Huawei-voicel id 1
forward-mode tunnel

wlan-ess 1

ssid Huawei-voicel

undo user-isolate

traffic-profile id 0
security-profile id 2

service-vlan 12

service-set name Huawei-employeel id 2
forward-mode tunnel

wlan-ess 2

ssid Huawei-employeel

undo user-isolate

traffic-profile id 0
security-profile id 3

service-vlan 11

tunnel-forward protocol dotlx
radio-profile name radio2-prof-1 id 0
radio-type 80211bgn

wnm-profile id 0

radio-profile name radio5-prof-1 id 1
radio-type 8021lan

wnm-profile id 0

ap 0 radio 0

radio-profile id 0

service-set id 0 wlan 1

service-set id 1 wlan 2

service-set id 2 wlan 3

ap 0 radio 1

radio-profile id 1
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service-set id 0 wlan 1

service-set id 1 wlan 2
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L0673 eSight WLANMIESESS (& {HsC5 )
LI AR

o ZRACESNMPHNYIIERES5E
o EEEsight RIMACKIRIESS %
o SEREsight/eSHEBWLANWSESHGE

o FEREsihgtAEEWLANGE TR IE

SEIEFL!

eSightfRs3EIP 10.254.1.200
B4 :huawei 25 : Abcd@1234 ( #&iHC60E
eSightBRs322%363
Im1SH0 )

SNMPRiERF huaweiro

SNMPiESEl# huaweirw

RSEERSE huawei-eSightX , PSKIAMEZERShuaweipsk
S
SERGCIR

6.1 E& ACH SNMP HxSH

[ACl]snmp-agent community read huaweiro
[ACl]snmp-agent community write huaweirw

[ACl]snmp-agent sys-info version v2c
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Lt FHEEXH , FTACEE
=

o ERFREFACEENHRIGIE

o EiEFACEEFTPIRSHBIGIE
o ERFAFTPEMIRERERTE
o ERETACREMERACHIE

SCISE R
LSwinj AC{
EEEOIP 192.168.100.100 192.168.100.200
HINEEXHZE Iswvrpcfg.zip acvrpcfg.zip
FTPIS FFR&:ftp 6 : ftp
FTPEZ Flash:/

7.1 {REFEEXHE flash

ERIRAILSWIAIACIMNECE X RO BIFIE  AMEBERZEREFEE N
FELSWIUFDIACIUIS BIHRLE | BTLAERRdn < saveEIR(RTF , tBATLAfEFsave XIHEH
LRI FEE. XERABIRENAREREXHEINEE.

<LSWl>save lswvrpcfg.zip
The current configuration will be written to the device.
Are you sure to continue?[Y/N]Y

Info: Save the configuration successfully.
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<LSWl>console switch

Info: Switch console to AC.

<ACl>save acvrpcfg.zip
Are you sure to save the configuration to flash:/acvrpcfg.zip?[Y/N]:Y

Info: Save the configuration successfully.

BRI i S SRR B R EEIE.

<ACl>dir

Directory of flash:/

Idx Attr Size (Byte) Date Time FileName
0 -rw- 784 Nov 16 2012 16:22:31 private-data.txt
1 drw- - Oct 09 2012 17:54:33 syslogfile
2 -rw- 1,369 Nov 16 2012 17:45:01 vrpcfg.zip
3 —-rw- 9,409,488 Oct 092012 18:11:01 ap6x10xn v200r001c00spcl00.bin
4 -rw- 1,373 Nov 16 2012 18:01:16 acvrpcfg.zip

98,448 KB total (88,448 KB free)

7.2 7£ AC #y LSW fuF0 AC (5> ZIECE FTP BRS53%

[LSW1]ftp server enable
[LSW1]aaa
[LSWl-aaa]local-user ftp password simple ftp ftp-directory flash:/

[LSWl-aaa]local-user ftp service-type ftp

<LSWl>console switch

Info: Switch console to AC.

[AC1]ftp server enable
[ACl]aaa
[ACl-aaa]local-user ftp password simple ftp ftp-directory flash:/

[ACl-aaa]local-user ftp service-type ftp

7.3 {ERFTP &N ESINHEMKLE

AN AR R s EIEE O b

C:\Users\WLAN>d:
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D:\>ftp 192.168.100.100

J%EREF] 192.168.100.100.
220 FTP service ready.

FF(192.168.100.100:

(none))

331 Password required for ftp.

W £tp

230 User logged in.

ftp> dir

200 Port command okay.

:ftp

150 Opening ASCII mode data connection for *.

—“TWXTrWXTWX
—“TWXTWXIWX
—“TWXTrWXIWX
—“TWXTWXIWX
AYWXIrWXIrwx
ArwWXrwXrwx
—“TWXTrWXIWX
c

—“TWXTrWXIWX

“IWXYrwWXIrwx

226 Transfer complete.

1

[ T S o S S S

=

noone

noone

noone

noone

noone

noone

noone

noone

noone

nogroup
nogroup
nogroup
nogroup
nogroup
nogroup

nogroup

nogroup

nogroup

9893 Sep 11 14:33 AC6605V200R001SPHO01.pat
41238675 Jan 01 2000 AC6605V200R001CO00.cc
1104 Nov 15 10:41 private-data.txt
36 Sep 11 14:38 $ patchstate reboot
0 Sep 11 14:38 syslogfile
0 Sep 11 14:39 resetinfo
41223836 Oct 09 17:42 ac6605v200r001c00spcl00.c

680 Nov 16 17:54 vrpcfg.zip
686 Nov 16 18:01 lswvrpcfg.zip

ftp: W& 660 FI%, MM 0.00% 660.00T- 75 /%,

ftp> get lswvrpcfg.zip

200 Port command okay.

150 Opening ASCII mode data connection for lswvrpcfg.zip.

226 Transfer complete.

ftp: WA 686 F%, M 0.00f 686000.00FF4 /.

D:\>ftp 192.168.100.200

JEHEF] 192.168.100.200.
220 FTP service ready.

H P (192.168.100.200:

(none) ) :

331 Password required for ftp.

Hh: ftp

230 User logged in.

ftp> get acvrpcfg.zip

200 Port command okay.

ftp

150 Opening ASCII mode data connection for acvrpcfg.zip.

226 Transfer complete.

frp: YH 1373

ftp>

2o e

T4, R 0.008 1373000.00T 775 /Fb.
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FIFERDERER , ILIBRISHRIEEN Y | ZIPX eI LAERRERERES

= B O

EH‘ 28 HEFEE BA

e
20 FiE BE = g
[ ERNRFRNRE SNRS:SHEE CHEF RS SNEY SRS KURE-ENRY ANEE-SRRE KRR CIRF O RN NI E ORI O F N -]

wlan ac-global Carrier id other ac id U i
#

dba-profile default0 typel3 assure 40000 max 20000 B
* £
dhep enable 1
#

diffserv domain default M
#

radius—server template radius_huawei
radius—server authentication 10.254.1.100 1812
radius—server accounting 10.254.1.100 1813

#

ip pool vlanl0

gateway-list 10.1.10.1

network 10.1.10.0 mask 255, 258, 255. 0
excluded-ip-address 10.1.10.100

dng-list 10.254.1.100

optien 43 sub—option 3 ascii 10.1.10.100

#

aaa

authenticationscheme default
authentication—scheme radius_huawei
authenticationmode radius
authorization-scheme default

accomnting-scheme default

domain default =

7.4 B ACEE

\I

L5 |, JIERIARECERFRESLIGRIRNN , ERFEELWTOME , RIS
ZANEERERFNEERESE ; R , SRR, BARENSEERS , BUH
TERERT  HFERRE.

BRI E R E A LM SN D BIRE

<LSW6605>reset saved-configuration

The configuration will be erased to reconfigure. Continue? [Y/N]:Y
Ctrl+y VIHRBITCLMZRSTT 25 Jo LM KN S

<AC>reset saved-configuration

The configuration will be erased to reconfigure. Continue? [Y/N]:Y

BEEEHRNGSR

<LSW>reboot

<LSW>reboot

<LSW>Otherwise, unsaved configuration will be lost. Continue?[Y/N]:Y
<LSW>Warning: All the configuration will be saved to the configuration file for

the next startup:, Continue?[Y/N]:N
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<LSW>System will reboot! Continue?[Y/N]:Y

KEEE

FTP server enable

aaa
local-user ftp password simple ftp
local-user ftp ftp-directory flash:/

local-user ftp service-type ftp
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B - USSR EIE S ((HSEENMRESE )

<CoreSW3700>dis current-configuration
#

!Software Version V100R005C01SPC100
sysname CoreSW3700

#

vlan batch 10 to 12 20 to 22 30 to 32 40 to 42 50 to 52 60 to 62 70 to 72 80 to

82 90 to 92 100 to 102
vlan batch 800 to 810 900

dhcp enable

undo http server enable

#

drop illegal-mac alarm

#

aaa

authentication-scheme default
authorization-scheme default
accounting-scheme default
domain default

domain default admin

local-user admin password simple admin

local-user admin service-type http
#

interface VlaniflO

ip address 10.1.10.1 255.255.255.0
#

interface Vlanifll

ip address 10.1.11.1 255.255.255.0
dhcp select interface

#

interface Vlanifl2

ip address 10.1.12.1 255.255.255.0
dhcp select interface

#

interface Vlanif20

ip address 10.1.20.1 255.255.255.0
#

interface Vlanif2l

HNPARARAT BAETH, REVFRIASY HT 87



HCNA-WLAN oooooo0ooooooooooooooon

ip address 10.1.21.1 255.255.255.0
dhcp select interface

#

interface Vlanif22

ip address 10.1.22.1 255.255.255.0
dhcp select interface

#

interface Vlanif30

ip address 10.1.30.1 255.255.255.0
#

interface Vlanif3l

ip address 10.1.31.1 255.255.255.0
dhcp select interface

#

interface Vlanif32

ip address 10.1.32.1 255.255.255.0
dhcp select interface

#

interface Vlanif4o0

ip address 10.1.40.1 255.255.255.0
#

interface Vlanif4l

ip address 10.1.41.1 255.255.255.0
dhcp select interface

#

interface Vlanif42

ip address 10.1.42.1 255.255.255.0
dhcp select interface

#

interface Vlanif50

ip address 10.1.50.1 255.255.255.0
#

interface Vlanif51

ip address 10.1.51.1 255.255.255.0
dhcp select interface

#

interface Vlanif52

ip address 10.1.52.1 255.255.255.0
dhcp select interface

#

interface Vlanif60

ip address 10.1.60.1 255.255.255.0
#
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interface Vlanifel

ip address 10.1.61.1 255.255.255.0
dhcp select interface

#

interface Vlanif62

ip address 10.1.62.1 255.255.255.0
dhcp select interface

#

interface Vl1anif70

ip address 10.1.70.1 255.255.255.0
#

interface Vlanif71l

ip address 10.1.71.1 255.255.255.0
dhcp select interface

#

interface Vlanif72

ip address 10.1.72.1 255.255.255.0
dhcp select interface

#

interface Vl1anif80

ip address 10.1.80.1 255.255.255.0
#

interface Vlanif8l

ip address 10.1.81.1 255.255.255.0
dhcp select interface

#

interface Vlanif82

ip address 10.1.82.1 255.255.255.0
dhcp select interface

#

interface V1anif90

ip address 10.1.90.1 255.255.255.0
#

interface Vlanif9l

ip address 10.1.91.1 255.255.255.0
dhcp select interface

#

interface Vlanif92

ip address 10.1.92.1 255.255.255.0
dhcp select interface

#

interface V1anifl00

ip address 10.1.100.1 255.255.255.0
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#

interface Vlanifl01

ip address 10.1.101.1
dhcp select interface
#

interface Vlanifl102

ip address 10.1.102.1
dhcp select interface
#

interface Vlanif801

ip address 10.1.201.1
#

interface Vl1anif802

ip address 10.1.202.1
#

interface V1anif803

ip address 10.1.203.1
#

interface Vl1anif804

ip address 10.1.204.1
#

interface V1anif805

ip address 10.1.205.1
#

interface V1anif806

ip address 10.1.206.1
#

interface Vl1anif807

ip address 10.1.207.1
#

interface V1anif808

ip address 10.1.208.1
#

interface Vl1anif809

ip address 10.1.209.1
#

interface V1anif810

ip address 10.1.210.1
#

interface V1anif900

ip address 10.254.1.1
#

interface Ethernet0/0/1

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.
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port link-type trunk

port trunk allow-pass vlan 10 to 12 801

#

interface Ethernet0/0/2

port link-type trunk

port trunk allow-pass vlan 10 20 to 22 801 to 802
#

interface Ethernet0/0/3

port link-type trunk

port trunk allow-pass vlan 30 to 32 803

#

interface Ethernet0/0/4

port link-type trunk

port trunk allow-pass vlan 30 40 to 42 803 to 804
#

interface Ethernet0/0/5

port link-type trunk

port trunk allow-pass vlan 50 to 52 805

#

interface Ethernet0/0/6

port link-type trunk

port trunk allow-pass vlan 50 60 to 62 805 to 806
#

interface Ethernet0/0/7

port link-type trunk

port trunk allow-pass vlan 70 to 72 807

#

interface Ethernet0/0/8

port link-type trunk

port trunk allow-pass vlan 70 80 to 82 807 to 808
#

interface Ethernet0/0/9

port link-type trunk

port trunk allow-pass vlan 90 to 92 809

#

interface Ethernet0/0/10

port link-type trunk

port trunk allow-pass vlan 90 100 to 102 809 to 810
#

interface Ethernet0/0/11

port link-type access

port default vlan 10

stp edged-port enable
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#

interface Ethernet0/0/12
port link-type access
port default vlan 20
stp edged-port enable

#

interface Ethernet0/0/13
port link-type access
port default vlan 30
stp edged-port enable

#

interface Ethernet0/0/14
port link-type access
port default vlan 40
stp edged-port enable

#

interface Ethernet0/0/15
port link-type access
port default vlan 50
stp edged-port enable

#

interface Ethernet0/0/16
port link-type access
port default vlan 60
stp edged-port enable

#

interface Ethernet0/0/17
port link-type access
port default vlan 70
stp edged-port enable

#

interface Ethernet0/0/18
port link-type access
port default vlan 80
stp edged-port enable

#

interface Ethernet0/0/19
port link-type access
port default vlan 90
stp edged-port enable

#

interface Ethernet0/0/20

port link-type access
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port default vlan 100

stp edged-port enable

#

interface Ethernet0/0/21

port link-type access

port default vlan 900

stp edged-port enable

#

interface Ethernet0/0/22

port link-type access

port default vlan 900

stp edged-port enable

#

interface Ethernet0/0/23

port link-type access

port default vlan 900

stp edged-port enable

#

interface Ethernet0/0/24

port link-type access

port default vlan 900

stp edged-port enable

#

interface GigabitEthernet0/0/1
#

interface GigabitEthernet0/0/2
#

interface GigabitEthernet0/0/3
#

interface GigabitEthernet0/0/4
#

interface NULLO

#

interface LoopBackl00

ip address 100.100.100.100 255.255.255.255
#

interface LoopBack200

ip address 200.200.200.200 255.255.255.255
#

ip route-static 172.16.1.0 255.255.255.0 10.1.201.100
ip route-static 172.16.2.0 255.255.255.0 10.1.202.100
ip route-static 172.16.3.0 255.255.255.0 10.1.203.100
ip route-static 172.16.4.0 255.255.255.0 10.1.204.100
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ip route-static 172.16.5.0 255.255.255.0 10.1.205.100
ip route-static 172.16.6.0 255.255.255.0 10.1.206.100
ip route-static 172.16.7.0 255.255.255.0 10.1.207.100
ip route-static 172.16.8.0 255.255.255.0 10.1.208.100
ip route-static 172.16.9.0 255.255.255.0 10.1.209.100
ip route-static 172.16.10.0 255.255.255.0 10.1.210.100
ip route-static 192.168.1.0 255.255.255.0 10.1.10.100
ip route-static 192.168.2.0 255.255.255.0 10.1.20.100
ip route-static 192.168.3.0 255.255.255.0 10.1.30.100
ip route-static 192.168.4.0 255.255.255.0 10.1.40.100
ip route-static 192.168.5.0 255.255.255.0 10.1.50.100
ip route-static 192.168.6.0 255.255.255.0 10.1.60.100
ip route-static 192.168.7.0 255.255.255.0 10.1.70.100
ip route-static 192.168.8.0 255.255.255.0 10.1.80.100
ip route-static 192.168.9.0 255.255.255.0 10.1.90.100
ip route-static 192.168.10.0 255.255.255.0 10.1.100.100

#

snmp-agent

snmp-agent local-engineid 000007DB7F00000100004E58
snmp-agent sys-info version v3

#

user-interface con 0

idle-timeout 0 0

user-interface vty 0 4

user privilege level 15

set authentication password simple huawei
#

return
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